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1.

What is the Virtual Router service?

. University of British Columbia Okanagan (UBCO)

. University of the Fraser Valley (UFV)

Kwantlen Polytechnic University (KPU)
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WHAT IS THE VIRTUAL ROUTER
SERVICE?




VR description

- BCNET Virtual Router is a cloud-
based carrier grade service -
Insfrastructure as a Service (laaS)
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platform using Service Provider class router -- Juniper MX
series

redundant power supplies, routing engines, system

control boards
JuniPer.

uses JUNOS operating system NETWORKS

supports 100G, 10G, 1G, 100M interfaces
supports both IPv4 and IPvé

supports static, OSPF, IS-IS and BGP routing protocols
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VR benetfits

* online documentation — FAQ, screencasts, |IOS to JUNOS
"translation" tables

* interactive training sessions

* client portal to view network statistics

* hardware maintained by BCNET network engineering staff
* router configuration backed up hourly

« 24/7/365 Network Operation Centre (NOC) monitoring
and support
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VR access

» read/write privileges via SSH

* can monitor router using SNMP
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VR commands

configuration and operational mode
show interface statistics

view bridging table

view arp table

view routing protocol status

show route

ping

traceroute
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VR service restrictions

Client cannot perform the following commands but can
be done via the BCNET Network Engineering team
upon request.

* restore configuration through JUNOS "rollback"
* reboot the router

» downgrade/upgrade router software

 add new physical interfaces
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VR typical deployment

» dark fibre or managed ethernet circuits interconnect
between BCNET Transit Exchange and client

Ccampuses

* VLAN's terminate directly on the VR or passed
through to a main campus head-end

* interior routing using static and/or OSPF routing

* exterior routing using BGP to connect up to BCNET
routing instances (Internet Transit, Local Peering and
Advanced Research Network)
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NIVERSITY OF BRITISH COLUMBIA
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OSPF Stub Area 1 OSPF Stub Area 23
VLAN Area 1 VLAN Area 23

Border ;I:
Routers AB T

~ =

OSPF Stub eSS R\ = = _ J '\ OsPF swb
Area 18 ¢ Ssenc ' : : Area 20

OSPF Stub Arca 4
VLAN Arca 4

\ OSPF Stub Area 25
VLAN Area 25

N

OSPF Stub Area 21 OSPF Stub Areca 22
VLAN Area 42 VLAN Area 42
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Logical topology — campus to

137.82.123.42

137.82.123.41

UV e - —————— -

|

UBCV to UBCO Logical Routing Setup

vian 3002 ' 142.103.156.17

142.103.156.16/30
142.103.156.18
210158 ospf area 0 cost 12000

206.87.29.6 142.231.79.245
142 156.22
142.103.156.21
vian 3003
142.103.156.20/30 vian 2493 vian 2499
ospf area 0 cost 13000 area 0 area 3
Tertiary link via Shaw VPL
142.231.79.246
vian 3001
142.103.156.12/30
142.103.156.14 ospf area 0 cost 11000

142.103.156.13

Primary link via BCNET (10Gig)
(CR1-VANTX1)

Secondary link via BCNET (10Gig)
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Current physical core

» primary 10G, secondary 10G and tertiary 1G links

» UBCO packet shaper located at BCNET Kelowna
Transit Exchange

* border ingress filters for SMB block and black
listed IP addresses
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Current physical core

UBC Okanagan Core Network (network OKUBCO)

™

Xe-1/1/0

Gi-1/21

" Shaw VPLS
Tertiary
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Fibre infrastructure
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Future state

* new core in 3 months
(Cisco Virtual Switching
System — VSS)

 redundant fibre path to
campus within 1 year

* move tertiary link to
Kelowna Transit
Exchange

BCNET
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NIVERSITY OF THE FRASER VALLEY




Overall design

 University of the Fraser Valley — Network
Topolc

@
Commodity
Internet
Abbotsford
(Main
Existing Circuit Campus)  Primary
New Circuit 1sbes
Mission

100Mbps

515 W. Hastings St.
\ Vancouver, BC

Secondary

\
Vg Chilliwack
‘\ North
| =8
Chilliwack \
1Gbps CEP/TTC \
\\
\
\
100Mbps |
\

| 5 Corners
Hope
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UFV to BCNET. Phase I.

Internet by BCNet

Mission (3)
PLNet gw - .110.65
198.162.110.66/28

Chilliwack (7)
198.162.110.50
gw - .110.49
PIX515E-A210-CHL

10.232.128.254

ASA5510-D126-MSS
10.96.128.254/24

¢3650-CHL-core

¢3560-MSS-core

10.96.128.1/24 BCNet Abbotsford | BCNet CEP 10.232.128.1
ntranet by PLNe
gw-.112.1 gw -.112.17
198.162.112.2 198.162.112.18
Clearbrook (4) Abbotsford (1) CEP (2) Chilliwack 5 Corners  (8)
gw - .110.81 gw - .110.33 gw - .110.97 gw — 198.162.110.17/29
198.162.110.34 198.162.110.98

L2L VPN tunnels pmmsscnoamidatd

198.162.110.82
L2L VPN tunnels ASA5505-CFC

ASA5505-CBR

L2L VPN tunnel

ASA5555X-DC

ASA5525X-CEP
10.224.128.254 by PLNet TRV by BCNet TYTEEERE by PLNet 10.234.128.254
¢3560-CBR-core ¢3560-CFC-core
10.224.10.1 c6509E-DC-core c3560X-TTC1127-core 10.234.128.1
10.10.10.10 10.64.128.1
Aerospace (5) Hope (6)
gw-.110.1 gw-.110.9
198.162.110.3 198.162.110.10
ASA5505-AIR ASA5505-HOP
10.220.128.254 10.228.128.254
€3560-AlR-core ¢3560-HOP-core
10.220.128.1 10.228.10.10
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Physical topology. Phase I

Mission (3)
c3650-MSS-camp 907D
inside vian 917 10-1-132 ireless vian 918
ABB gw ~<10.1.2.1 ABB gw=10.2.1.1
101.2.2/24 10.2.1.2/24
¢3560-MSS-core ¢3560-MSS-w-core

10.96.128.0/24 10.111.10.0/24

Clearbrook (4)
c3650-CBR-camp 907D

919 10.1.14-2 \yirele
ABB gw

s vlan 920
10.2.2.1
10.2.2.2/24
¢c3560-CBR-w-core
10.225.10.0/24

inside vlan
ABB gw <10.1.3.1
101.3.2/24

¢c3560-CBR-core
10.224.128.0/24

Aerospace (5)
g c3650-AIR -camp_ <y
inside vian921 10.1.15.2 wireléss vian 922
ABB gw <10.1.4.1 ABB gw =10.2.3.1
101.4.2/24 10.2.3.2/24
¢3560-AlR-w-core
10.221.10.0/24

c:fﬁéBéO-AlR-core
10.220.128.0/24

Internet by BCNet

trunk trunk
1013 BCNet virtual router 1016
trunk trunk
919,920, trunk 925,926,
1014 905,915,916,917,918, ”‘k 1017
wunk” 919,920,921,922,1012 921 618’
921,922, trunk
015 906,915,916,923,924,
925,926,927,928,1012
10.1.12.1 10.1.12.2

CEP (2)

Abbotsford  (1)9%
gw - .112.1 trunk gw - 11217
198.162.112.2 916,920.922 o16, 198.162.112.18
trunk tru

919,991 924,9

c6509E-DC-core
10.10.10.10 ™.__
(0723
c3850XS-ABB-w-co@2
192.168.11.51

/

----916--{""

2> 3850XS-CEP-W-core
10.72.10.1

BCNET

Conference 2016

Chilliwack (6)
@ c3650-CHL-camp .
3 10.116. 2W|rel ss vlan 924

inside vlan'92
CEP gw <10.1.6.1 CEP gw=10.3.1.1
101.6.2/24 10.3.1.2/24

¢3560-CHL-w-core

¢3560-CHL-core
10.233.10.0/24

10.232.128.0/24

Chilliwack 5 Corners (7)
@ €3650- CFC- -camp.,
w925 10.1.17.2 W|reI ss vlan 926

10.1.5.1 CEP gw=10.3.2.1
10.3.2.2/24

inside vla
CEP gw

101.5.2/24

¢3560-CFC-w-core
10.235.10.0/24

¢3560-CFC-core
10.234.128.0/24

Hope (8)
qm c3650 HOP-camn
inside vian'927 10.1.18. 2W|rel
CEP gw <10.1.7 1 CEP gw=10.3.3.1

101.7.2/24 10.3.3.2/24
¢3560-HOP-w-core

10.229.10.0/24

s vlan 928

¢3560-HOP-core
10.228.128.0/24



Logical topology

Mission (3)

c3560-MSS
10.96.128.0/24

10.111.10.0/24

Clearbrook (4)

c3560-CBR
10.1.3.2

10.224.128.0/24

c3560-CBR-w
10.225.10.0/24

Aerospace (5)

c3560-AIR
10.220.128.0/24

c3560-AlIR-w
10.221.10.0/24

Internet by BCNet

Vlan 905 vIan 906 Chilliwack (6)

Abbotsford (1) CEP (2)

10.1.22 gw-.112.1 gw -.112.17 10.1.6.2 ¢c3560-CHL
198.162.112.2 198.162.112.18 10.232.128.0/24

ASA5555X-DC ASA5525X-CEP
10.1P.128.254 10.64.128.2%4

10.233.10.0/24
192.168.18.1

Chilliwack 5 Corners (7)

RN c3560-CFC

10.234.128.0/24

10141 10.10.10.10 i e 10.64.10.10

¢3560-CFC-w
10.235.10.0/24

10.3.1.
c3850XS-CEP-w-core

10231 192.168.11.51 10.72.10.1 10331

Hope (8)
c3560-HOP
10.228.128.0/24

¢3560-HOP-w

10.229.10.0/24
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KWANTLEN POLYTECHNIC
UNIVERSITY




Overall design - goals

* Moving from PLNet to BCNET

* Limited resources
o Concurrent network infrastructure upgrade
o No in-house BGP expertise (PLNet managed routers)
o Routers and firewalls for all four campuses = $$$

* VR service allowed us to move over with low cost
and minimal architectural changes for now, will
allow us to grow and improve future service

BCNET

Conference 2016

AAANLIIOIOLIC, AL O



Net topology

Cloverdale
PLNet Router
(Cisco)

200 Mb/

Richmond PLNet

Langley PLNet
Router (Cisco)

Router (Cisco)

ERS 8600

200 Mb/
S

Surrey PLNet
Router (Cisco)

External
Firewall
VLAN

Internal
Firewall
VLAN

PLNet
Provincial
Learning Network

ERS 8600

Surrey PLNet
Router (Cisco)

400 Mb/

g,

Nortel
ERS 8600

PACKETE
1y

PacketShaper

BCNT
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BCNET - Logical to

Cloverdale WAN
Router (L3 VLAN
in campus core
switch)

Langley WAN Richmond WAN
Router (L3 VLAN 1 Gb/s Router (L3 VLAN
in campus core in campus core

switch)

switch)

===
=

Nortel
ERS 8600

—

pology

1 Gb/s

10 Gb/s
(shared)

VLAN

KPU
Firewalls

Internal
Firewall
VLAN

Nortel
ERS 8600

BCNET

ERS 8600
Surrey WAN 10 Gb/s
Router (L3 VLAN
in campus core (shared) BCNET VR
suite) KPU1-VNCV1
External =
Firewall =

DATA-SAFE

Conference 2016
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BCNET - Physical topology

DATA-SAFE
BE. 6 o
Bl
1 Gb/s
BCNET VR
instance
KPU1-VNCV1
1 Gb/s
. 1 Gbls
ERS 8600 ERS 8600
10 Gb/s (carrying
WAN, DATA-SAFE,
and FW-external
VLANSs)
External i
Firewall Peering
VLAN
Firewalls Transit
Internal
Firewall
VLAN ORAN
Nortel

ERS 8600
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Future Plans

* Colocate border firewalls within HC building
o Surrey Campus link is currently single point of failure
o Can redirect services to DR servers in EduCloud

* Provision additional WAN VLANSs to interconnect
equivalent security zones at each campus
o Allows inter-server traffic between campuses to avoid
passing through two internal firewalls along the way

» Eventual plans for dark fibre, possibly retain
current links for backup

BCNET
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Toby Wong
e: toby.wong@bc.net
t: 604.827.3962

Jim Anderson
e: jim.anderson@kpu.ca

t: 604.599.2248

Steve Rosco
e: steve.rosco@ubc.ca
t: 250.317.0240

Alexander Naumov
e: alexander.naumov@ufv.ca
t: 604.851.6360
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