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About Selkirk College

 Founded in 1966

« 9 geographically distanced campus
(30 min — 4 hours drive)

 Over 2,000 student FTE 2023/2024

* High speed WAN campus
interconnect

« Complex legacy infrastructure
* Thriving research department

* Programs ranging from Digital
Fabrication to Blacksmithing
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Challenges « Small IT team

» Ever-expanding infrastructure needs

* New technology, new unknown
challenges

e Covid!

% &8 2 A
ae CONNECT L3EY College STEEVES




Our approach

* Formally assess your current state
* Train staff to fill in skill gaps
Practice good operational hygiene
Set aside time for security activities

Know what to do if something bad
happens

Don't try to do it all yourself
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Formal Assessment

» Takes “opinion” out of the equation
 Allows you to track progress
 Informed exceptions are OK

* Revisit exceptions on a regular basis
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Microsoft Funded Workshops

* Endpoint Management and Security
* Microsoft Secure Identities & Access B= Microsoft Security

» Defend Against Threats with Security
Incident & Event Management (SIEM)
Plus XDR

» Investigate & Respond to Risky T?reitprotdectlon Workshop
Behavior
Ed Hargrave

* Microsoft 365 Protect & Govern s hsoces
Sensitive Data

» Mitigate Compliance & Privacy Risks
» Microsoft Purview Portfolio
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CIS Control and Benchmarks

- . GI\S CIS Benchmarks
@ CIS Critical Controls® Version 8 Consensus-developed secure configuration guidelines

18 top-level best practices containing 153 prioritized safeguards

100+ CIS Benchmarks @ CIS Benchmarks"

Covering 25+ vendor product families
Secure Configuration Account Access Control - Operating SyStemS’ Server SOﬂware’ CIOUd

Gl Epepiae Aascl S IR Providers, Network Devices, Desktop Software
pe— AT T Recognized by industry frameworks
Management Henagement Protections — FISMA, FedRAMP, PCI

Community developed

— CIS members, subject matter experts, security
Network Security Awareness Service Provider commu nlty eXpertS, and tEChnOIOgy vendors

Monitoring and Skills Training Management

and Defense Map to CIS Critical Controls

Inventory and Inventory and Data
Control of Control of Protection
Enterprise Assets Software Assets

@ €IS Benchmarks

Malware Data Network
Defenses Recovery Infrastructure
Management

| CIS Microsoft Windows Server 2019 RTM
| (Release 1809) Benchmark

Applications Software Incident Response Penetration
Security Management Testing

Confidential & Proprietary
Confidential & Proprietary
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BRITISH

COLUMBIA

Home > British Columbians and our governments > Services and policies > i & Technology > Information Security >

Professional Development >

Train your staff to fill in skills gaps

+ Privacy &Personal Cybersecurity Courses
Information
+ Information Security List of security-related courses.
Security Schedule More courses and descriptions can be found in the SERENE-RISC Course Directory.

* Professional Development
Communication for IT Online Courses
Professionals

Information Security Cloud

] (] (]
* There are training resources available S ———
Cybersecurity Courses
Cloud Concepts - Principles of cloud computing (6 hours) - https://docs.microsoft.com/en-

The Faces of Security inciples-cloud-computing;

Information Security

| ]
for eve ry lea rning style
[} » Defensible Security Alberta

* Awareness

Cyber Security Alerts & Expand All | Collapse All

Notifications )
Athabasca University

* In addition to general awareness v

. . 0 Security News Digest Kings University v

Provincial Security
Advisory Council MacEwan University o

b Cyber Security Incident o

Response Process Mount Royal University

N o - . Security Roles and
specific trainin or IT staff and o ;
External Security Services e b o
Information Security Quick
Links University of Lethbridge ©

evelopers
+ Records Management British Columbia

» Access to Information
Expand All | Collapse All
Data Centre, Managed

n Hosting & Cloud Kwantlen Polytechnic University v

® IM/IT Capital Investment
Ponsryn Simon Fraser University v
» Telecommunication Services Thempson Rivers University -

for Government & Broader
Public Service

[ ] ]
University of British Columbia v
» Identity and Authentication
Services — » .
University of Northern British Columbia v

Provincial Natural Resource
Sector Radio System

University of the Fraser Valley v
SiteMinder Services
University of Victoria v
Vancouver Community College v
v

Vancouver Island University
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https://www2.gov.bc.ca/gov/content/governments/services-for-government/information-management-technology/information-security/professional-development/cybersecurity-courses

Practice good operational hygiene

I I ENABLE MULTIFACTOR
— AUTHENTICATION

 Know what you have

« Keep it up to date

« Configure it appropriately
» Control access to it

APPLY ZERO
il TRUST PRINCIPLES

USE MODERN
ANTI-MALWARE

« Perform regular backups

@000

. &) EIFE’ETPODATE
« Know what normal looks like

gél PROTECT

DATA

« Know what to do if something bad
happens

1 R' nse an d Re p e at Basic security hygiene still protects against 98% of attacks

Microsoft, Microsoft Digital Defense Report 2022.
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Carve out time for security activities

» We all have day jobs but.....

« Regularly review output from tools

» Resolve events

* Provide management useful data

* Bring the team together weekly to review

ST College
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If something bad happens....

Have an incident response plan
Preserve evidence as you go

Get help, particularly around forensics

An incident is a business event
Don’t reinvent the wheel
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End User Or
Customer

Alert from
appliance or
monitoring tool

Open Ticket
Security

Vulnerability
report from
vendor

Gather and preserve
evidence

——1 Analyze Evidence

Expedited,

Decision
Path Look for correlating
data

Notify Incident

Incident Declared

Perform Research

s this an actual
incident?

Contain the incident

Isolate Impacted
Users, Systems or
Applicaitons

Remove malware

Patch vulnerabilities

4@

Restore impacted
Systems

|

Response Team

Entity

Security Lead

IT Service Manager

IT Ops Director

CISO

Clo

CEO

DFIR Contractor

Insurance Carrier

Legal
Ensure systems are Public
foncliouiiy Law Enforcement
correctly St
ustomers
[e; O
Validate with c'ea: 'gﬂde"' Update
impacted users P Documentation
AT T

Review Lessons
Learned

Close Ticket

Detection and
Analysis

College

Search for Implement
additional impacted additional
entities monitoring
v o
entities? indicators?
Containment and Recovery Post Incident Activities
Eradication
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You're not alone

 Very few organizations can afford
to can effectively deal with
security completely in house

- Effectively leverage your existing
resources, INCLUDING HUMANS
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Comments and Questions
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