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It all started in the community...
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The team that incorporated CA*net in 1990. Victoria, BC.
From left to right: Roger Taylor, Peter Jones, Dave MacNeil, Mike Martineau,
ol Warren Jackson, Jack Leigh, Dean Jones, Alan Greenberg, Andy Bjerring, Walt
. Neilson, Will Bussey, Jim Hancock, Gerry Miller, Bernie Turcotte
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So, what if we go Back to the Future (aka today)?
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National Research and Education Network (NREN)

Connects Canada’s R&E and innovation communities via ulira high-speed (up to 100G) networks.

1 NREN partner in each
province and in 3
territories

13 regional NREN partner
networks + CANARIE all
connected to the CANARIE
backbone.



You can start to see parallels...
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It is starting in the community

With visionaries willing to leverage their time and vision

Communication / Collaboration / Innovation

. Shared Services for Higher Education & Research




But advanced threat actors don’t attack institutions in isolation
or in only one region




A truly national approach is required...
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A New National

Approach

Status Quo

Duplicate spend on easy processes
Little to no spend on advanced tools
Inability to counter nation state actors
Scare skills and talent

Limited information and threat sharing

New Model ——

e —

Reduce duplicate spend

Investment in advanced tools

Sophisticated approach to thwart nation state actors
Leverage talent across ecosystem

Information sharing across institutions, national and
international partners



Future State Cybersecurity Ecosystem | A Multi-Tier Model

Deliver community services Sector experts

Focus on items that must be

done locally Navigate local realities “Connect the dots”

Reduce redundancy on

Ultimately responsible ‘easy stuff Escalation

Risk assessment Advanced Al/ML
Response playbooks
Inventory of users & devices Use case development
CAPABILITIES Tune alerts and business logic
Deploy protection technology Threat hunting
Incident response assistance

Respond to alerts Threat profiles and priorities
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The vision

News

Strengthin Numbers

A view from the future /.
BY SOHARA VENNI, CISO, UNIVERSITY OF CANADA | | FEB @ Wow! FROM THE FUTURE!

N
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ALLNET provided on-site support
for investigation and recovery

My team managed
investigation, recovery and

while sharing relevant threat info imternal comms

with other in-province institutions

CANSSOC used advanced tools to
link this breach to other threat
activity and provided timely
information to institutions,
governments and partners
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But your kids are
gonna love it...




So, what will the
future hold? '




So, what will the
future hold?
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@ jim.ghadbane@canarie.ca
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