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How Big has Cybercrime Become?

Attack Method Examples

Recent Canadian Cyber Attacks

Meet the Threat Actors: Who to Look Out For

Why is this Important? 
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20x
CDN

Brookfield
$75.7B/yr

Cybercrime totals $1.5 trillion in 
revenue annually. Brookfield Asset 
Management’s revenue reached $75.7 
billion in 2022. In comparison to 
Brookfield, cybercrime enjoys over 20x 
greater gains. 

20X

Source: Allianz Risk Barometer 2022

Source: Bromium, Inc. Source: Arctic Wolf
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Attack Method Examples 

Ransomware as a Service (RaaS)

What is RaaS?
The commodification and 
commercialization of distributing 
ransomware to affiliate groups.

Attack Method
Ransomware developers work with 
affiliate groups that distribute their 
ransomware and then benefit 
economically from the attacks.

Business Email Compromise (BEC)

What is BEC?
The tactic of spoofing and taking over 
email addresses

Attack Method
BEC attacks can come in various 
forms – from attackers positioning 
themselves as the CEO requesting an 
emergency fund to acting company 
suppliers and requesting fund transfers 
to fraudulent accounts. BEC attacks 
target employees up and down the 
corporate ladder. It’s reported 50% of 
companies will experience BEC 

Zero-Day Exploit Market

What are Zero-Day Exploits?
Commercial activity that happens around 
the trafficking of software exploits.

Attack Method
Since Zero-Days are flaws or loopholes 
already present in the system in place, it 
makes the attack more reliable and 
sophisticated. They are undetected until 
the day they are released and therefore 
can be exploited while staying under the 
radar, which makes them highly effective 
for threat actors.
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Recent Canadian Cyber Attacks

SickKids Hospital (December 2022)

What happened?
Ransomware

What was the impact?
Website, phonelines and internal 
systems affected.

Who was responsible?
Lockbit

Okanagan College (January 2023)

What happened?
Ransomware

What was the impact?
Classes disrupted, student records 
exfiltrated, systems down for 
extended period

Who was responsible?
Vice Society

Indigo (February 2023)

What happened?
Ransomware

What was the impact?
Website and payment systems 
offline + personal identifiable 
information posted to the dark web

Who was responsible?
Lockbit
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A L W AY S  O N  
R E C R U I T M E N T

Fewer constraints for 
malicious recruiters than 

legal businesses
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Beware… Novice Attackers on the Rise!

L O W ( E R )  B A R R I E R  
T O  E N T R Y

ChatGPT, AI, accessible 
archives = access for lower, 

less technical skilled

S I G N I F I C A N T  
I N C E N T I V E S

200K+ dark web job ads, 
peak salaries $15-20K/mo. 

for attack specialists
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M A N Y  G AT E W AY  
A C T I V I T I E S

Escalation paths for pre-
career youth: e.g., game 

hacking to for-profit activity

“We see a lot of cybercrime born out of a lack of career options 
and socioeconomic issues in various places around the world.” 

-Christopher M Davis
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Why Does this Matter & What Can I Do?

Stay Vigilant
24x7x365

Educate Your 
Employees

Monitor & 
Remediate 

Vulnerabilities

Partner with a 
Security Operations 

Provider
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Questions? 
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