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What can you expect 
from an attack?

Unit 42



Extortion Tactics
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Encryption
Vic t im s  p a y t o  re g a in  
a c c e ss  t o  e n c ryp t e d  

d a t a

Data Theft
Ha c ke rs  t h re a t e n  t o  
re le a se  s t o le n  d a t a  if 

ra n so m  is  u n p a id

Denial of Service
Do S a t t a c ks  sh u t  d o w n  

vic t im ’s  p u b lic  
w e b s it e s

Harassment
Cu st o m e rs , b u s in e ss  
p a rt n e rs , e m p lo ye e s  

a n d  m e d ia  c o n t a c t e d



● Harassment campaigns up ~20% 
in 2022

● Data theft in 70% of ransomware 
cases in 2022

Emerging Trends



Industries posted on ransomware leak sites



Ransomware Groups Targeting Education (Leak Site Data)



Industries Targeted by Vice Society (Leak Site Data)



Know your enemy –
Vice Society

Unit 42 Storytime



Vice Society

● First appeared in Mid-2021

● Has targeted educational organizations in 
US & Canada

● Adopts other ransomware executables vs. 
creating their own

● Unit 42 observed ransom demands between 
$ 1,020,000 – 3,400,000 (2022 – 2023 data)

● Differences between initial and final ransom 
demands can be significant due to 
negotiation with the threat actor



Leak Site – Victim Example



Th e  q u a n t ity of sto le n  d a ta  
d oe s n ot  d ire ct ly corre la te  to  
th e  n e g a t ive  im p act  of it s th e ft .
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1 Ext e n d  yo u r t e a m  w it h  a
Unit 42 Retainer

2
Va lid a t e  yo u r se c u rit y p o s t u re  w it h  a  
Ransomware Readiness Assessment and 
Business Email Compromise Assessment

3 Un d e r a t t a c k?  Ca ll in  
Unit 42 Incident Responders

EMEA 
+31.20 .299 .3130

APAC
+65.698 3.8 730

Japan
+8 1.50 .1790 .0 20 0

North America
8 66 .4 8 6 .4 8 4 2
(1.8 66 .4 .UNIT4 2)

UK
+4 4 .20 .374 3.366

MAKE AN ACTION PLAN 

https://www.paloaltonetworks.com/resources/datasheets/unit42-retainer
https://www.paloaltonetworks.com/ransomware-readiness-assessment
https://www.paloaltonetworks.com/unit42/assess/business-email-compromise
https://start.paloaltonetworks.com/contact-unit42.html
https://start.paloaltonetworks.com/contact-unit42.html


Thank You
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