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e 2decades in business as a thoughtleader
in enterprise systems and solutions
supporting customers through ther digital
transformation and cyberresilience
journey

e 24/ 7 Technical Support with 100%case
resolution success rate

e Extensive technical bench with full-time

resourcces

Vancouver

510-1199 West Pender

Street, Vancouver, BC,

V6E 2RI

Montreal

1250 René-Lévesque Blvd
W Suite 2200 Montreal,
Quebec H3B4WS8

Calgary

Sun Life Plaza West Tower
144-4 Avenue SW, Suite
1600 Calgary, AB, T2P 3N4

San Diego

501 W.Broadway,Suite
800/ 8th Floor

San Diego, CA92101

X10 Technologies — Quick Intro

Toronto

2 Bloor Street West
Suite 700 Toronto, ON,
M4W 3RI1

Manila, Philippines
Dominion Bldg. 833 A. Arnaiz
Ave. Ave.

Makati City

X]OI TECHNCLOGIES



Areas of Expertise

aé Security @ Computer Systems
* Ethical Hacking * Systems Architecture and Integration
* Penetration Testing * Network and Systems Support
* Red / Blue Teamimng * Performance Analysis
* Vulnerability Assessments « Deployment Services

* Governance and Compliance
* Security Architecture and Deployment

* Security Operations Center -,
* Cloud Security Architecture G:.‘ Network Infrastructure
=0

* Secure Architecture and Design

ﬁ] Data Center and Cloud « Capacity Planning

* Deployment and Integration

* High Availability and Disaster Recovery e Network and Firewall Assessm ent

* Performance and Capacity Planning - Managed Services

» Hyperconvergence * Telephony and Collaboration

* Cloud Migration



Scale Computmg Awards
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X10 NETWORKS SC//Heavy Hitter
INNOVATIVE SOLUTIONS ARDUND THE GLDBE

X10 Networks

SC/EVANGELIST

Oleg Ivano

X10 Networks

Scale Computing 2022 Scale Computing 2022
Evangelist Award Heavy Hitter Award

Edge Pioneer Partner of the Year Award
for 2022

These awards recognize the XI0 team's achievements in providing expertise in delivering Scale

Computing solutions, timely technical support,and exceptional customer service commitment.
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PREMIER'S AWARD

PROMOTING INNOVATION AND EXCELLENCE

The Next Generation Network: Speed, Security, and
Equitable Access for all B.C. Public School Students
Ministry of Fducation
and Partners

VANCOUVER ISLAND REGION
ORGANIZATIONAL EXCELLENCE CATEGORY
PREMIER'S AWARD 201
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End-to-End Security

MANAGEMENT PERIMETER HYBRID/ CLOUD

SIEM/ SOAR NGFW SSE/ SASE

Network Detection & Response NAC & CA ZTNA

Cloud Detection & Response Physical Security

Open XDR/ MDR/ SOC DATA & COMPLIANCE

Threat Intel Mgmt NETWORK Access, Monitoring, and Encryption
Patch Management Privacy

Policies & Compliance Segmentation Data Loss Protection

MFA/ 2FA/ SSO

Orchestration BACKUP AND DR END-USER COMPUTING
Ransomware Protection NGAV/ XDR/ EDR

Annual Security Assessments Alrgap Identity Detection
Immutability Email
DR Stites Training

Device Management



End-to-End...

What if there’s no end?

MANAGEMENT PERIMETER HYBRID/ CLOUD

SIEM/ SOAR NGFW SSE/ SASE

Network Detection & Response NAC & CA ZTNA

Cloud Detection & Response Physical Security

Open XDR/ MDR/ SOC DATA & COMPLIANCE

Threat Intel Mgmt NETWORK Access, Monitoring, and Encryption
Patch Management Privacy

Policies & Compliance Segmentation Data Loss Protection

MFA/ 2FA/ SSO

Orchestration BACKUP AND DR END-USER COMPUTING
Ransomware Protection NGAV/ XDR/ EDR
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Immutability Email
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X0

Work from Home

« Workers gomg back to the
office

 Not all the time

* Notall ofthem

« Expectthat to settle out

over a period of years

End-to-End.

What if there’s no end?

SaaS

 SaaS mcreasingly
dominates Cloud
conversation

* On premise may not
even be an option from

some S/ W vendors

* We surveyed the market
* Chose Netskope
* Gartner Accepts our Recommendation!!

New Connectivity Paradigm

 Users outside the firewall

e Ifnotallthe time,some or most
 Connecting directly to SaaS

e Notjust one..many SaaS

 Entmrely new security architecture



+ Value of SSE In

Higher Education
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DC Centric-Based Architecture




Digital Transformation Makes the Perimeter Blurry

SaaS laaS




Where is the perimeter now?
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APPLICATIONS

EXTERNAL APPS v INTERNAL APPS
(SAAS) - (DATA CENTER / IAAS)

Security Service Edge
(SSE)

WORK FROM
ANYWHERE,
BYOD, THIRD PARTY
oW netskope




Let’s discuss 3 main areas that need attention

Part 1 Risk to the business from Ransomware, Disruption or Data Leaks.
Part 2 Productivity and Agility

Part 3 Product Consolidation and Ease of use
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Part 1

Risk to the Business
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“Educational services follows an eerily similar trend to the majority of the other industries; it is experiencing a
dramatic increase in Ransomware attacks.”

2022 Verizon Data Breach Report

“Higher education has unique vulnerabilities that make it a prime target for cyberattacks.” These
vulnerabilities include new attack vectors as a result of the recent transition to online learning, the
management of large quantities of “valuable research intelligence and proprietary student data,” the fact that
“higher education institutions typically operate in more open information technology environments,” and a
lack of investment in cybersecurity.”

HigherEd Dive by KPMG

Increase in Attacks + Increase in Vulnerability = Significantly increases the Risk
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What motivates the attackers

To cause widespread disruption
DDOS attacks are common in Education. Use of well architected IAAS and reputed SAAS has reduced overheads , but
has increased the data sprawl, which needs appropriate visibility and protection..

Financial Gain
Phishing and Ransomware attacks to extort large sums of money. This needs to be addressed regardless of the user or
application location.

Valuable Data
Student/Staff information as well as Intellectual property can easily fall through the cracks.This data gets sold.

Risk of not doing anything = Disruption|Loss of Reputation|Financial Impact|Data Loss

Incidents:
Memorial University —> 15000 students personal information leaked in an email by mistake.

University of Calgary —> Paid Ransomware of 20k

oW netskope


https://www.cbc.ca/news/canada/newfoundland-labrador/mun-data-breach-1.6492697
https://www.cbc.ca/news/canada/calgary/university-calgary-ransomware-cyberattack-1.3620979
https://www.cbc.ca/news/canada/calgary/university-calgary-ransomware-cyberattack-1.3620979
https://www.cbc.ca/news/canada/calgary/university-calgary-ransomware-cyberattack-1.3620979
https://www.cbc.ca/news/canada/calgary/university-calgary-ransomware-cyberattack-1.3620979

The Modern Malware uses SAAS and IAAS

1
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There is no silver bullet -> New Web needs New tools

SAAS control with Context

Cloud Context

Web, SaaS, |aaS Traffic
Decodes Cloud Traffic
App, Instance, Activity

Threat Protection

Anti-malware, ML Analysis
Malicious Docs, Phishing
Sandbox, RBI, CFW, IPS

Data Protection/DLP

Inline & API for Un/Managed Apps
Al/ML Document/Image Classifiers
Web, SaaS, laaS, Email, & Endpoint

oW netskope

Analytics
Continuous Monitoring, Behaviors, Trends,
Unknowns, Closed Loop Policy Refinement

|dentity/Access

MFA, SSO, ZTNA
Step-up Authentication

App Trust

50,000+ apps & services
Actionable in policies
Real-time Coaching

User Trust

Insiders, Compromise, Data Exfiltration
User confidence index scoring (UCI)
Actionable in policies

Multi Layer
Engine

Device Trust

Posture Checks, SW/Config, Location
Un/Managed, Laptop, Mobile, loT

Ecosystem Trusts

|OC Sharing, Automation/\WWorkflow
Log Export, Risk Exchange

2023 © Netskope Confi



Part 2

Productivity and Agility
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Productivity and SAAS usage go hand in hand

But we need to offset Risk

IT Dept: 1-5% Apps Business: Majority Apps User: Choice of
managed by IT are unmanaged 50,000+ Apps
- ™

vl r MinlORS
Cloud — 2400+ HZ3ON
apps in use by the O aB@ &
average company QeRsn BOE O
The New Web — DOORHE H® % U
50%+ of traffic is 3 e fA] = g B B0 &% O M
SaaS QE‘EG OO ol f @ wix| Q
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Coaching and Awareness

Productivity done right! Office 365 Password Reset

Your password has expired. Please change your password immediately.

* Required

IJ Office 365

hransd L1

I
UNIVERSITY

achan@bobsbank.net

ALERT! Potential Phishing Attempt Detected

A patential phishing attempt has been detected and it is not recommended to
pOst your corporate credentials 1o an online form., If you would still like 1o
Current Password * continue click on PROCEED or click on STOP to stop this activity.

sdfserwrdsa

| This window will auto-close in 43 seconds
New Password * STOP PROCEED

——— —
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Next-Gen Inspection

User URL/Destination
SWGs @
s3.amazon.com
Pat Smith
Accounting
User App Instance
@ O i1
N) Pat Smith
Accounting GitHub ACME Co
Instance
Logged in as
psmith
@acme.com
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Risk

App Risk
User Risk
UBA

Site Category

Category

2 I N 2

Dev Tool

Activity

T

L &

Upload
Share
Create
Edit
Comment
Etc.

Threat Policy Action
\ ,
URL Allow
AV or Block

Threat Content Policy Action

e ‘
\Y/ B v
URL DLP Allow
AV Labels Block

Sandbox ML Warn/Coach
RBI Encrypt

Quarantine



Agility

Agility for Admins — Unification of security services. Single policy construct and Ul.

Agility for Users — High performance access to Apps from anywhere.

m

FIREWALVK

Remote Site
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Part 3

Product Consolidation and Ease of Use
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Which of these two options looks better?
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Option 1 - Individual components trying to work together

Sanctioned Unsanctioned Private Apps
Internet Cloud Apps Apps (Shadow & DCs
IT
O in [l O 2% _
OoDapm o amaon
box @ - @ . ﬁ il \Vicrosoft
f G o » 0o 0 iy
. . ™M Google Cloud Platform ORACLE
Applications E 2 5 g a e
oy
WORK-FROM-
Users HQ BRANCHES ANYWHERE
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Option 2 - Unified SSE

APPLICATIONS

EXTERNAL APPS = INTERNAL APPS
(SAAS) L (DATA CENTER / IAAS)

PRIVATE
ACCESS

Single Agent, Single Console X Most Performant, Peered
Single Pass sousmon 1) ,' Security Cloud Network

WORK FROM :
ANYWHERE, @ﬁ
BYOD, THIRD PARTY USERS

oW netskope



Summary Netskope Security Service Edge: Highest in
Execution, Furthest in Vision!

Figure 1: Magic Quadrant for Security Service Edge

Support direct-to-net, no backhauling

Consolidate security into a cloud-native platform

@ Netskope

Reduce complexity and Reduce hardware @ 2l

(o3 Palo Alto Networks

Security for any user, any location, any app

Protect data everywhere — endpoint to cloud @ Ciw
Zero Trust Architecture including ZTNA .Bmﬂss P _—
Single console, unified policies, single agent ' i
Private global security network with low - o Coudtare
latency :
: COMPLETENESS OF VISION As of February 2023 © Gartner, Inc

‘\p n e t S I<O p e Source: Gartner
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