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X10 Te chnolog ie s – Quick Intro

● 2 de cade s in busine ss as a  thought le ade r 

in e nte rp rise  syste m s and  solutions 

supporting  custom e rs through the ir d ig ita l 

transform ation and  cybe r re silie nce  

journe y

● 24/ 7 Te chnical Support with 100% case  

re solution succe ss rate   

● Exte nsive  te chnical be nch with full-tim e  

re source s 

Va ncouve r 

510-1199 We st Pe nde r 

Stre e t, Vancouve r, BC, 

V6E 2R1

Montre a l

1250  Re né -Lé ve sque  Blvd  

W Suite  2200  Montre al, 

Que be c  H3B 4W8
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Ca lg a ry

Sun Life  Plaza We st Towe r

144-4 Ave nue  SW, Suite  

1600  Calgary, AB, T2P 3N4

Toronto 

2 Bloor Stre e t We st 

Suite  700  Toronto, ON, 

M4W 3R1 

Ma nila , Philip p ine s

Dom inion Bldg . 833 A. Arnaiz 

Ave . Ave . 

Makati City
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Sa n Die g o 

501 W. Broadway,Suite  

800/ 8th Floor

San Die go, CA 92101
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Are as of Expe rtise

Data Ce nte r and  Cloud

Com pute r Syste m s

• High Availab ility and Disaste r Re cove ry
• Pe rform ance and Capacity Planning
• Hype rconve rge nce
• Cloud Migration

• Syste m s Archite c ture and Inte gration
• Ne twork and Syste m s Support
• Pe rform ance Analysis
• De ploym e nt Se rvice s

• Se cure Archite c ture and De sign
• Capacity Planning
• De ploym e nt and Inte gration
• Ne twork and Fire wall Asse ssm e nt
• Manage d Se rvice s
• Te le phony and Collaboration

Ne twork Infrastructure

• Ethical Hacking
• Pe ne tration Te sting
• Re d / Blue Te am ing
• Vulne rab ility Asse ssm e nts
• Gove rnance and Com pliance
• Se curity Archite c ture and De ploym e nt
• Se curity Ope rations Ce nte r
• Cloud Se curity Archite c ture

Se curity



The se  awards re cognize  the  X10 te am 's achie ve m e nts in p rovid ing  e xpe rtise  in de live ring  Scale  
Com puting  solutions, tim e ly te chnical support, and  e xce p tional custom e r se rvice  com m itm e nt.

Sca le  Com puting  Award s

Sca le  Com p ut ing  2022 
Eva ng e lis t  Awa rd

Sca le  Com p ut ing  2022
He a vy Hit te r Awa rd

Ed g e  Pione e r Pa rtne r of the  Ye a r Awa rd  
for 2022





End-to-End  Se curity

PERIMETER
NGFW

NAC & CA

Physical Se curity

END-USER COMPUTING
NGAV /  XDR /  EDR

Ide ntity De te ction

Em ail

Training

De vice  Manage m e nt

HYBRID /  CLOUD
SSE /  SASE

ZTNA

MANAGEMENT
SIEM /  SOAR

Ne twork De te ction & Re sponse

Cloud  De te ction & Re sponse

Ope n XDR /  MDR /  SOC

Thre at Inte l Mgm t

Polic ie s  & Com pliance

MFA /  2FA /  SSO

Orche stration

Annual Se curity Asse ssm e nts

DATA & COMPLIANCE
Acce ss, Monitoring , and  Encryp tion

Privacy

Data Loss Prote ction

NETWORK
Patch Manage m e nt

Se gm e ntation

BACKUP AND DR
Ransom ware  Prote ction

Airgap

Im m utab ility

DR Site s
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End -to-End…
What if the re ’s  no e nd?



End-to-End…

SaaS

• SaaS incre asing ly 

d om inate s  Cloud  

conve rsa tion

• On p re m ise  m ay not 

e ve n be  an op tion from  

som e  S/ W ve nd ors

Work from  Hom e

• Worke rs  g oing  back to  the  

office

• Not a ll the  tim e

• Not a ll of the m

• Expe ct tha t to  se ttle  out 

ove r a  pe riod  of ye ars

Ne w Conne ctivity Parad igm

• Use rs  outs id e  the  fire wall

• If not a ll the  tim e , som e  or m ost

• Conne cting  d ire c tly to  SaaS

• Not just one … m any SaaS

• Entire ly ne w se curity a rchite c ture

• We  surve ye d  the  m arke t
• Chose  Ne tskope
• Gartne r Acce p ts our Re com m e ndation!!

What if the re ’s  no e nd?
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Value of SSE in 
Higher Education

10
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DC Centric-Based Architecture

Web

FW
SWG
VPN
Endpoint
IPS

Data 
Center 

Apps
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Digital Transformation Makes the Perimeter Blurry 

FW
SWG
VPN
Endpoint
IPS

Data 
Center 

Apps

IaaSSaaSWeb
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Where is the perimeter now?

IaaSSaaSWeb

FW
SWG
VPN
Endpoint
IPS

Data 
Center 

Apps
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APPLICATIONS

USERS

EXTERNAL APPS
(SAAS)

INTERNAL APPS 
(DATA CENTER / IAAS)

WORK FROM 
ANYWHERE, 

BYOD, THIRD PARTY

HQ AND 
BRANCH

Protect

Access
?Security Service Edge

(SSE)
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Let’s discuss 3 main areas that need attention

15

Part 1 Risk to the business from Ransomware, Disruption or Data Leaks.
Part 2 Productivity and Agility
Part 3  Product Consolidation and Ease of use
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Part 1

Risk to the Business

16
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“Educational services follows an eerily similar trend to the majority of the other industries; it is experiencing a 
dramatic increase in Ransomware attacks.”

2022 Verizon Data Breach Report 

“Higher education has unique vulnerabilities that make it a prime target for cyberattacks.” These 
vulnerabilities include new attack vectors as a result of the recent transition to online learning, the 
management of large quantities of “valuable research intelligence and proprietary student data,” the fact that 
“higher education institutions typically operate in more open information technology environments,” and a 
lack of investment in cybersecurity.”

HigherEd Dive by KPMG

Increase in Attacks + Increase in Vulnerability ⇒ Significantly increases the Risk
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What motivates the attackers

18

To cause widespread disruption
DDOS attacks are common in Education. Use of well architected IAAS and reputed SAAS has reduced overheads , but 
has increased the data sprawl, which needs appropriate visibility and protection..

Financial Gain
Phishing and Ransomware attacks to extort large sums of money. This needs to be addressed regardless of the user or 
application location.

Valuable Data
Student/Staff information as well as Intellectual property can easily fall through the cracks.This data gets sold.

Risk of not doing anything ⇒ Disruption|Loss of Reputation|Financial Impact|Data Loss

Incidents:
Memorial University —> 15000 students personal information leaked in an email by mistake.

University of Calgary —> Paid Ransomware of 20k

https://www.cbc.ca/news/canada/newfoundland-labrador/mun-data-breach-1.6492697
https://www.cbc.ca/news/canada/calgary/university-calgary-ransomware-cyberattack-1.3620979
https://www.cbc.ca/news/canada/calgary/university-calgary-ransomware-cyberattack-1.3620979
https://www.cbc.ca/news/canada/calgary/university-calgary-ransomware-cyberattack-1.3620979
https://www.cbc.ca/news/canada/calgary/university-calgary-ransomware-cyberattack-1.3620979
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Google
Drive

Command and Control

Malware
download

Dropper
request

Office 365 - SharePoint

Available from the WHO SharePoint Site

Weaponised
Excel filePhishing link

Data exfiltration

Malware
config 
fetch

The Modern Malware uses SAAS and IAAS
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Identity/Access
MFA, SSO, ZTNA
Step-up Authentication

App Trust
50,000+ apps & services
Actionable in policies
Real-time Coaching

User Trust
Insiders, Compromise, Data Exfiltration
User confidence index scoring (UCI)
Actionable in policies

Device Trust
Posture Checks, SW/Config, Location
Un/Managed, Laptop, Mobile, IoT

Ecosystem Trusts
IOC Sharing, Automation/Workflow
Log Export, Risk Exchange

Analytics
Continuous Monitoring, Behaviors, Trends, 
Unknowns, Closed Loop Policy Refinement

Data Protection/DLP
Inline & API for Un/Managed Apps
AI/ML Document/Image Classifiers

Web, SaaS, IaaS, Email, & Endpoint

Threat Protection
Anti-malware, ML Analysis

Malicious Docs, Phishing
Sandbox, RBI, CFW, IPS

Cloud Context
Web, SaaS, IaaS Traffic

Decodes Cloud Traffic
App, Instance, Activity

Multi Layer 
Engine

There is no silver bullet -> New Web needs New tools 

SAAS control with Context
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Part 2

Productivity and Agility

21
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Productivity and SAAS usage go hand in hand

22

IT Dept: 1-5% Apps 
managed by IT

Business: Majority Apps 
are unmanaged

Cloud – 2400+ 
apps in use by the 
average company

The New Web –
50%+ of traffic is 
SaaS 

User: Choice of 
50,000+  Apps

But we need to offset Risk 
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Coaching and Awareness 

23

Productivity done right! 
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Next-Gen Inspection
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User

Accounting

Pat Smith

GitHub

App Instance

ACME Co
Instance

Logged in as 
psmith
@acme.com

Dev Tool

Category

Upload
Share
Create

Edit
Comment

Etc.

Activity

URL
AV

Sandbox
RBI

Threat

DLP
Labels

ML

Content Policy Action

Allow
Block

Warn/Coach
Encrypt

Quarantine

App Risk
User Risk

UBA

Risk

User

Accounting

Pat Smith

URL/Destination

IaaS

Site Category

URL
AV

Threat Policy Action

Allow
or Block

SWGs
s3.amazon.com
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Agility

25

Agility for Admins → Unification of security services. Single policy construct and UI.
Agility for Users → High performance access to Apps from anywhere.

NETWORK

FIREWALL

IPS

DLP

SWG

DDoS
SANDBOXI
NG

Remote Site

SSE Cloud

Remote Worker
ZTNA ZTNA

ZTNA
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Part 3

Product Consolidation and Ease of Use

26
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Which of these two options looks better? 

27
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Option 1 - Individual components trying to work together

28

UNMANAGED 
DEVICES BRANCHESHQ

WORK-FROM-
ANYWHERE

Users

Users

Internet
Unsanctioned 
Apps (Shadow 

IT)

Sanctioned 
Cloud Apps

Non-Web 
Access

Private Apps 
& DCs

Applications

SSL

SWG CASB

RBI

FW

Email
DLP

DLP

Threat

SSPM

CSPM

ZTNA
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Option 2 - Unified SSE 
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APPLICATIONS

USERS

EXTERNAL APPS
(SAAS)

INTERNAL APPS 
(DATA CENTER / IAAS)

WORK FROM 
ANYWHERE, 

BYOD, THIRD PARTY

HQ AND BRANCH 
OFFICE LOCATIONS

SSE
Single Agent, Single Console

Single Pass 
Most Performant, Peered 
Security Cloud Network 
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Summary

30

• Consolidate security into a cloud-native platform

• Reduce complexity and Reduce hardware  

• Protect data everywhere – endpoint to cloud

• Zero Trust Architecture including ZTNA

• Single console, unified policies, single agent

• Security for any user, any location, any app

• Support direct-to-net, no backhauling

• Private global security network with low 
latency



Tha nk you
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