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TRU's Awareness Program

* ISAE-I Basic Concepts and Practice

 |ISAE-II Policies and Standards

* ISAE-III Privacy and Compliance

* ISAE-| online — Developed with CUCCIO SIG
 Privacy and Access — online - UBUTU

* Posters

« Events — Three student, one conference annually
« Continuous communication and feedback

* Other planned and random speaking
opportunities
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It should be no problem to create a security

awareness program ..

Yes ... and no

* The good news
* There are plenty of websites,

| asked several American videos, blogs to get you started on
universities if | could borrow . ol e
ideas to use at UNBC the way to creating or rebuilding a
Th tl .
po:i;ijj‘;g;eew;;:‘;ieﬁ security awareness program

curious to see what | did with
the content

Most of the ideas and content |
borrowed, could be easily

Most companies are ok with you
implemented with no cost to borrowin d f k
UNBC g 1aeas It you as

Other ideas were built off what |
found and could be created and
implemented using existing
UNBC systems

Learn/Blackboard, sharepoint

The more questions you ask, the
better off you'll be
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It should be no problem to create a security

awareness program ..

Its not all sunshine and roses The Not So Good News
* There is no one size fits all security
You're fooling yourself if you awareness program

think you don't have
stakeholders

And you probably have more
than you think

Not ol o thom wil be happy . DECUrity awareness is not an area

ith it 1" 1
\;’)Vrlogfasnfc”lg;gciivgva;;etnhfivay" \lgllh e(;e you Want to be ﬂyl ng
in "
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Well ... that didn’t work

If at first you don’t succeed,
try again So what now?

R * Created a security

* Build on what worked, revamp .

what didn‘t work as intended awareness Steerlng
committee

* Get your stakeholders
involved
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Here phishy ..

Phishing assessments are
great .. but

From: <  @unbc.ca>
Subiect: Ch

° Make abSO|Ute|y sure |f yOU're Daté:Febmary“18,;‘(,)16-a19:08:22AMPST
using a department that they h ’
KNOW before you release it that UNBC HR
you'll be impersonating them, so Dex

There have been changes made to your account, please click on the link below to make sure the changes are correct

they can prepa re UNBC HR Login Th hushrout ol Hovering your mouse over the link shows
Click to follow link
— ’ that it is not coming from a UNBC site
Thank you UNBC HR Lo

+ Tell your Help Desk that you're sl PN | There should always bea
. . 3333 University Way phone number and a person's
doing this, so when they get Pone Gz name in legitimate emal

slammed, they know why
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When all else fails ... humor
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