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Meeting Stakeholder Needs

Figure 3—The Governance Objective: Value Creation
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COBIT 5 ENABLERS

3. Organisational 4. Culture, Ethics
2. Processes Structures and Behaviour
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GOVERNANCE VS MANAGEMENT

Figure 15—COBIT 5 Governance and Management Key Areas
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Figure 1—COBIT 5 Process Reference Model
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Alignment

“How do | ensure all of our
Digital investments contribute to
Stakeholder Value and enable
the strategy of my Institution?

Tell a better Audit preparation
story (funding) (Risk Management)
“How do | better “How do | ensure benefits are

- : realized and IT risks are
communicate the gaps in our mitigated? How can | prepare

environment and achieve for upcoming Audit and/or
better funding? review activity?



REPORT HIGHLIGHTS

use of IT comes
WITH RISKS:

FRAUD
ERRORS

SYSTEM
DISRUPTION

Strong general
computing controls
can reduce the impact

of risks.

78"

of our previous

IT audit
recommendations
were about

general
computing
controls

BC government
organizations
SELF-ASSESSED A
HIGHER AVERAGE
MATURITY LEVEL
THAN 2013

Majority of
organizations
self-assessed at
*4 MATURITY
LEVEL 3

1
3
2
1
0

69%of audited

organizations lacked
sufficient evidence
fo support their
selfassessed levels

IT is critical
to government’s
service delivery —
from healthcare to

education

o 600

IT services

are outsourced
to external
parties

OAGBC
General
Computing
Controls
Report

http://www.bcauditor.com/sites/default/files/publications/reports/ OAGBC
%20General%20Computing%20Controls%20Report_FINAL.pdf




COBIT Maturity

1. Assess and manage IT risks 2. Manage changes

Health Authorities Universities Colleges Health Authorities Universities Colleges



COBIT Maturity

b. Ensure systems security 9. Monitor and evaluate IT performance

33 38 . 28 25 . 22 |25

Health Authorities Universities Colleges
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Assessments



Assessment vs Audit

Or is it really Gap Analysis vs.
Internal Audit vs. Pre-Assessment
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Differences Between the COBIT 4.1 and the COBIT 5

Figure 18—Summary of the COBIT 4.1 Maturity Model

Maturity Model

(1 per Process)

Non-existent Ad hoc Repeatable gfgl%ig Mﬁggg:gggd Optimised

Maturi Maturi Maturi Maturi Maturi
<D
Figure 19—Summary of the COBIT 5 Process Capability Model
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APO12 Manage Risk
APO13 Manage Security

BAIO6 Manage Changes

DSS02 Manage Service Requests and Incidents




Assessment Methodology

P rreses > Pz > phwes > _rhwes

DATA GATHERING
& SCOPING

Gather policies and
process documents

Interview key
personnel and
define in-scope data
& applications

Confirm in-scope
systems and
business processes

RISK
ASSESSMENT

Assess:

* General Security
Standards

* Physical
Safeguards

* Technical
Safeguards

* Organizational
Requirements

GAP REPORT &
REMEDIATION PLAN

Develop:

* Gap Report

* Remediation
options

* Roadmapfor
achievingand
maintaining
compliance

Executive buy-in of
Remediation
Reports

REMEDIATION PLAN
IMPLEMENTATON

Plan remediation
program

Implement
necessary controls
& technology
safeguards

Define maintenance
workflow for
controls
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KEY AREA: RISK

a) Level of risk acceptance
b) Risk review
c) Risk approval

KEY AREA: MANAGING SECURITY

a) What is your Security
Standards/Model/Framework: [SO27001, NIST

b) Are you tracking your Security events

c) BCP/DRP



Risk Assessment Consequence Table

Threat / Opportunity Matrix
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KEY AREA: MANAGING CHANGE

a) Methods of assessing change and
its risks
b) Approval process

KEY AREA: MANAGE SERVICE REQUESTS
AND INCIDENTS

a) Problem tracking
b) Evidence of reviewing Incidents and
Requests



Self-Assessment

improvement.
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Self-Assessment

http://www.isaca.org/COBIT/Pages/Self-Assessment-Guide.aspx
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ISACA > COBIT > COBIT Self-Assessment Guide: Using COBIT 5

COBIT Self-Assessment Guide: Using COBIT 5

Free to members only. Non-members Join today to get your free PDF copy, or
DOWNLOAD PDF purchase the pdf for US $15. Includes toolkit.
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Self-Assessment

http://www.isaca.org/COBIT/Pages/COBIT-5-PAM.aspx
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Info~Tech

STRATEGY &
COVERNANCE IT Management & Governance Framework

A comprehensive and connected set of research
to help you optimize and improve your core IT processes.

INFO~TECH = (OBllg

PEOPLE & SECURITY
RESOURCES & RISK

SERVICE PLANNING
& ARCHITECTURE
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