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enting Office 365 and MS Exchange 2013
r access with BIGIP Access Policy Manager

Necessity to configure F5 BIG-IP APM to handle MS Office365
user authentication came from a requirement to migrate MS Office
365 US tenant user email accounts into on premises MS Exchange
Server and make this migration as transparent to the users as

possible.
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F5 Deployment Guide

Configuring the BIG-IP APM as a SAML 2.0 Identity Provider for
Microsoft Office 365

Welcome to the F5® deployment guide for configuring the BIG-IP® Access Policy Manager (APM) to act as a SAML Identity Provider
for Microsoft® Office 365. This document contains guidance on configuring the BIG-IP® APM as an IdP for Office 365 to perform
Single Sign-On between the local Active Directory user accounts and Office 365-based resources such as Microsoft Outlook Web
App and Microsoft SharePoint®.

Using this guide, you can configure the BIG-IP system version 11.3 and later using an iApp application template. There is also an
appendix with manual configuration tables for users who prefer to create each individual object.

Products and applicable versions

BIG-IP APM 11.3-13.0
iApp Template Version f5.microsoft_office_365_idp.v1.1.1rcl

Deployment Guide version 2.1 (see Document Revision History on page 19)
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Deployment Guide

Deploying the BIG-IP System vi11 with Microsoft Exchange
2010 and 2013 Client Access Servers

Welcome to the F5 and Microsoft® Exchange® 2010 and 2013 Client Access Server deployment guide. Use this document for guidance on
configuring the BIG-IP system version 11 and later to provide additional security, performance and availability for Exchange Server 2010 and
Exchange Server 2013 Client Access Servers.

When configured according to the instructions in this guide, whether using an iApp template or manually, the BIG-IP system will perform as
a reverse proxy for Exchange CAS servers, and will also perform functions such as load balancing, compression, encryption, caching, and
pre-authentication.
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f5.microsoft_office_365 idp.v1.1.0 template was used to deple)AORIIRVAN e M CCIMOK{IRVANeJ o RIS
deployed it was modified to include MS Exchange 2013 aut JElalile=1ile]gRelelglils[VI=1ile]o¥

0365 iApp f5.microsoft office 365 idp.v1.1.0 template dejol{e)ipalclgiNelela SIS CXol i-Re[SI=5] fe]glg T HRST-T- Rl
questionnaire with answers provided below

How is your EntitylD formatted? My EntitylID is a URL

What EntityID do you want to use for your Office https://0365.capilanou.ca/idp
365 IdP?

Should the iApp create a new AAA server or use an Create a new AAA Server
existing one?

Which Active Directory server IP address in your dcl.prd.capilanou.ca 204.239.151.111
domain can this BIG-IP system contact? dc2.prd.capilanou.ca 204.239.151.112
dc4.prd.capilanou.ca 204.239.151.113

What is the FQDN of the Active Directory prd.capilanou.ca
implementation for your Office 365 users?
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Does your Active Directory domain allow Require credentials for authentication
anonymous binding?

Which Active Directory user with administrative fSapm
permissions do you want to use?

What is the password associated with that <provide_the_password>
account?

o LA RV TTRTTET R oM EL | G EEL T Ny oy [ie i i -41{e) 88 Use a simple ICMP monitor for the Active Directory pool
this pool?

What is the IP address clients will use to access 192.168.10.59
the BIG-IP IdP Service?

What port do you want to use for the virtual 443
server?

Which certificate do you want to use to encrypt your SAML SAMLOffice365prod.crt
Assertion?

SAMLOffice36Sprod key
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AN CIROXISISNT N oJo) [[or=1i o] g R ZZE e [10] [0)Y/=To RO KIS WAI =M (0]l CWS required to be modified to accommodate MS Exchange
2013 SSO part. When all modifications are made that shoii{sR{ele] Il zReI=1 e}

Access Policy: /Common/0365.app/0365 (g Ao Rev o Offc, D 6]

T\ flback X falback X Successhl X Succeshl e X falback X falback X fallack X fallack
Start | = Logon Page - L L = o Rule Event - Rewre URI et - Variale Assign = o Exchange OWA S50 Credential Mapping = o 0365-pool Assign 4 Alow
U UBONE | * il il ———
allDac! ) aC . 3
AD Que - iRule Event +-31 Full Resource Assign o EW
AD Auth
— falback i
$=3 ] Deny
fallback {
+= M
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Logon Page

S
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fProperties] [Branch Rules]

Name: |Logon Page |

Logon Page Agent

Split domain from full Username Yes

CAPTCHA Configuration

Type Post Variable Name

1 lusername |
2 |password I
3 [field3 |
4 [fields |
5 [fields |

BCNETZo019

Session Variable Name

|username

I password

|field3

[field4

|fields

Values

Read Only
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Logon Page

Customization

Language Reset all defaults

Form Header Text <h1>myCapU Email Sign In</h1>
Logon Page Input Field Enter your CapU email address

#1

Logon Page Input Field Password

2

Logon Button Sign in

Front Image TRy I w

[Replace Image] [Revert to Default]
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Logon Page

Save Password Checkbox Save Password

New Password Prompt New Password

Verify Password Prompt Verify Password

Pasword and Password  |[Password and confirmation do not match.
Verification do not Match

Don't change password Do not change password

Click here if already logged in

Logon Page Original URL

Cancel

Save Help
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Implementing Office 365 and MS Exchange
Policy Manager

Logon Page

2013 user access with BIGIP Access

fProgerties] Branch Rules]

I Add Branch Rule |

Name: fallback
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AD Auth

=

_[Properties] fBranch Rules]

Name: [AD Auth |

Active Directory

Type Authentication

Server [/Common/O365.app/0365_apm_aaa
Cross Domain Support Disabled

Complexity check for Password - :

Reset Disabled

Show Extended Error Disabled

Max Logon Attempts Allowed

Max Password Reset Attempts ,

Allowed
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AD Auth

I—
[Progerties]l Branch Rules]

Add Branch Rule Insert Before: | 1: Successful |

Name: | Successful kS

Expression: expr {{mcget {session.ad.last.authresult}] == "1} change
Name: fallback
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AD Query

fProperties] fBranch Rules]

Name: IAD Query

Active Directory

Type Query

Server I/Common/0365.app/'0365_apm_aaa

samAccountName=%{session.logon.last.username}
SearchFilter
Fetch Primary Group Disabled
Cross Domain Support Disabled
Fetch Nested Groups Disabled

Complexity check for Password

Reset Disabled

Max Password Reset Attempts
Allowed

Prompt user to change password [none IC
before expiration
_(.:\""._; =) 15 /9
| Add new entry | Insert Before: o U
S o
é 3l 7 o
% == AT
" F<>2h
Required Attributes (optional) " _ \SQ7 /]
TR o, O W S o -
\ ALY . i S— =
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AD Query

R

[Progerties] Branch Rules]

Add Branch Rule Insert Before: | 1: Successful

Name: | Successful x|

Expression: Active Directory Query has Passed change
Name: fallback

pr 4 = T
* N { A 7. N 3"
ey v s 2%
> "_",' O d J‘u .
- — AW /J
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0365 or Exchange

IProperties] [ Branch Rules]

Name: |0365 or Exchange
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Policy Manager

0365 or Exchange

.

[Properties“ Branch Rules]

Add Branch Rule

Name: |Exchange user |

Name: fallback

BCNETZo019

Insert Before: | 1: Exchange user

|

Expression: expr { [mcget {session.ad.last.attr.msExchHomeServerName}] contains "Capilano” } change

ES
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iRule Event — Rewrite URI

' fProperties] [Branch Rules]

Name: |iRule Event - Rewrite URI

Custom iRule Event Agent

ID

rewrite
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iRule Event — Rewrite URI

(MM] [Branch Rules]

Add Branch Rule Insert Before: | 1: fallback

Name: fallback
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iRule Event

_[Properties] [Branch Rules]

Name: |iRule Event

Custom iRule Event Agent

encode

ID
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iRule Event

S

[Pﬂpitig_s] Branch Rules]

Add Branch Rule Insert Before: | 1: fallback |

Name: fallback
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Variable Assign

RS

fProperties] fBranch Rules]

Name: |Variable Assign

Variable Assign

Add new entry Insert Before: | 1

Assignment

1 session.server.landinguri = expr { "/" } change %]
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Policy Manager

Variable Assign

.

rPﬂ&ie‘.ﬂ [Branch Rules]

Add Branch Rule

Name: fallback
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Insert Before:

1: fallback
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Full Resource Assign

I

fProperties] [Branch Rules]

Name: |FuII Resource Assign |

Resource Assignment

Add new entry

Expression: £Fmpty change

1 SAML: /[Common/0365.app/0365_apm_saml_resource_sso
Add/Delete
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Full Resource Assign

[Properties] | Branch Rules]
Add Branch Rule Insert Before: | 1: fallback

Name: fallback
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Redirect to Office365

,7
[ Edit | [ Set Default |

[3: Allow |

Name: Allow | [#1 A ~ X
('Deny ' Redirect '® Allow
Name: |Redirect to Office365 | [#16 7] [l [+ E3

(Openy ® Redirect O Allow
Url:
https://outlook.office365.com/owa/my.capilanou.ca

[ | Close session after redirect

Name: |Deny | [ A (] default
® Deny () Redirect () Allow

Customization
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Redirect to Office365

fm] Set Default]

() Allow

() Redirect to Office365

(@) Deny
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Exchange OWA SSO Credential Mapping

' fProperties] (Branch Rules]

Name: |Exchange OWA SSO Credential Mapping

Variable Assign: SSO Credential Mapping

Username from Logon Page

SS0O Token Username

mcget {session.logon.last.username}

Password from Logon Page

SS0 Token Password

mcget {session.logon.last.password}
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Exchange OWA SSO Credential Mapping

R

[M’@@] [Branch Rules]

Add Branch Rule Insert Before: | 1: fallback

Name: fallback
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0365-pool Assign

'—
[Propemeslfwﬂ

Name: [0365-pool Assign

Pool Assignment

Static Pool (1) Add/Delete
[Common/0365-pool
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0365-pool Assign

[M] Branch Rules]

Add Branch Rule Insert Before: | 1: fallback - |

Name: fallback
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Create SSO Client Initiated Form for MS Exchange.
Our SSO Configuration calls O365 sso. See below.

ain I Help I About Access Policy » SSO Configurations : Forms - Client Initiated

statistics 1+ ~ | SSO Configuration List | SSO Configurations By Type ~

iApps

‘ (] ‘ Name - Access Profiles Portal Access Resources Description Partition
Wizards .

‘ [T] MyDevTestO365_sso MyDevTestO365 test single sign on Common
Local Traffic 0365_sso 0365 OWA Exchange SSO Common
Traffic Intelligence
Acceleration
Access Policy
Access Profiles
AAA Servers
ACLs
SSO0 Configurations Edit ] [ Delete
SAML
Local User DB Forms in the SSO Configuration Headers i
Webtops Create
Hosted Content Form Name | Request Method Request Value ‘ Submit Method Submit Value
Per-Request Policies 0365_sso GET fowalauth/logon.aspx POST

Secure Web Gateway

Secure Connectivity
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Let’s walk through O365_sso configuration.

%
Edit Forms-Client Initiated Configuration

& General Settings SSO Configuration Name*:

% Form Settings /Common/0365_sso
+ Header Settings -
SS0 Description :

OWA Exchange SSO

Log Level :
Notice N7

OK ][ Cancel




Policy Manager

0365 sso configuration continue.

Edit Forms-Client Initiated Configuration

| % General Settings
% Form Settings
" Header Settings

Fields in the SSO Configuration

T lel [T Tl e Mool Re SR Th e B S D (A ENR e[ 2013 user access with BIGIP Access

Crea

"] Form Name Request Methot

Request Value

Submit Method

Submit Vi

[] 0365_sso GET

lowa/auth/logon.aspx

POST

| oK

][ Canc
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0365 _sso configuration continue.

x
Edit Form Definiton

=) .y Parameter Settings Form Name*:
% Form Parameters 0365_550
& Form Detection
% Form Identification
‘% Logon Detection
=) .y Advanced Settings
‘% Javascript Injection
‘% Submit Detection

Form Description :
OWA Exchange SSO

BCNET2010 ok conce
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0365 _sso configuration continue.

Edit Form Definiton

' =« Parameter Settings
% Form Parameters

% Form Detection
:% Form Identification Create
% Logon Detection (|| Form Parameter Name Form Parameter Value Secure

= 4y Advanced Settings

% Javascript Injection
‘% Submit Detection

Form Parameters

] password %{session.sso.token.last.password} true

] username %{session.sso.token.last.username}
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0365 _sso configuration continue.

Edit Form Definiton

=) .y Parameter Settings
% Form Parameters

-@% Form Detection
% Form Identification
% Logon Detection

= <y Advanced Settings

% Javascript Injection

% Submit Detection

Detect Form by: | URI N

Request URI*:
/owa/auth/logon.aspx
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0365 _sso configuration continue.

Edit Form Definiton

= .y Parameter Settings
% Form Parameters

-% Form Detection
& Form Identification No user configurable settings

% Logon Detection

= . Advanced Settings

‘% Javascript Injection
‘% Submit Detection

Identify Form by:  Form Parameters v
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0365 _sso configuration continue.

Edit Form Definiton

= .y Parameter Settings
‘% Form Parameters

% Form Detection
% Form Identification
-% Logon Detection

= <y Advanced Settings

% Javascript Injection

‘% Submit Detection

Detect Login by:  Presence of Cookie v

Cookie Name™:
cadata




Policy Manager

0365 _sso configuration continue.

Edit Form Definiton

=« Parameter Settings
‘% Form Parameters

% Form Detection
:% Form Identification
% Logon Detection

=) 4 Advanced Settings

% Javascript Injection

‘% Submit Detection

T lel [T Tl e KO ol Re SR Ta e BV S D (s E11e[:Y 2013 user access with BIGIP Access

Form Request

Request Method
GET v

("] Request Negative

Request Prefix

Form Submit Request
("] submit Request Negative

Submit Request Prefix
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0365 _sso configuration continue.

Edit Form Definiton

=) <y Parameter Settings
% Form Parameters
% Form Detection
% Form Identification
% Logon Detection
= g Advanced Settings
-@ Javascript Injection
‘% Submit Detection

Injection Method: | exira N

Extra Javascript*:
clkLan()

oK |
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0365 _sso configuration continue.

Edit Form Definiton

o < Parameter Settings Disable Auto detect submit -
% Form Parameters No

% Form Detection

- Form Identification

% Logon Detection
= <y Advanced Settings URI
% Javascript Injection
‘% Submit Detection

v

Scheme: UR
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0365 _sso configuration continue.

Edit Forms-Client Initiated Configuration

% General Settings
% Form Settings
" Header Settings

Headers in the SSO Configuration

|| Header Name Header Value

OK ][ Cancel
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Add next objects:

Create 0365-pool pool to handle MS Exchange traffig
MSExchangeCAS2013prod _owa_https_monitor wa JIHeR{e]
monitor the pool. The pool has two members,
exfel.prd.capilanou.ca (204.239.151.64) and
exfe2.prd.capilanou.ca (204.239.151.65) CAS s Ja%I¢*
0O365_vs Virtual Server is created when the iA

deployed. Create a Virtual Server to redirect{g iR ii{R e
0365_vs Virtual Server to communicate oVl IRIEY

Next iRules are attached to O365_vs serv MYRU NI
belowr.

/Common/0365.app/0365_encode OuJa{cISIIRIgIIE
iRule was created during the templatXelelle)nl=la) ¥
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IRUIES
Local Traffic » Virtual Servers : Virtual Server List »; 0365 _vs

¥% + Properties Resources Statistics E]

oad Balancing
Default Pool Nome M

Default Persistence Profile | None v |

Fallback Persistence Profile [None vV ]

Rules

Name

/Common/_sys_APM_Office365_SAML_BasicAuth
/Common/O365.app/0365_encode_ObjectGUID_irule
/Common/O365-URI-rewrite-iRule

/Common/O365-ExchangeOWA-Logout-iRule
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sys APM_Office365 SAML _BasicAuth

when RULE_INIT {
set static::ACCESS_LOG_ECP_PR{IE) "014d0002:7: ECP client"

}

when HTTP_REQUEST {
set http_path Higlil:#tolower [HTTP::path]]
set http_hdr_auth IR/ TP::header Authorization]
ol o Lo [ael [CI\lETe]oY [HTTP::header X-MS-Client-Application]
Sl f ol o Le (el [EIg\ilIeW [HTTP::header X-MS-Forwarded-Client-IP]
SR elaleele]Yie [HTTP::cookie value MRHSession]
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0365-URI-rewrite-iRule

when CLIENT_ACCEPTED {
ACCESS::restrict_irule_events disable
}
when ACCESS_POLICY_AGENT_EVENT {
if {{ACCESS::policy agent_id] eq "rewri S|
log localO. "Calling Rewrite iRule. UMz ERIEH TN
IRR G IRGEL I R =W ALV p/ profile/redirectorpost/sso" } {
HTTP::uri /owa/
log local0. "Rewrite URI to/lsiRIEs g1
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0365-ExchangeOWA-Logout-iRule

when RULE_INIT {

=] ) =1 (o oo Yo (S-S (o) a Lo M (oY s e I M= [r nid=null; path=/; Expires=Thur, 01-Jan-1970 00:00:00 GMT;"]

Y= i) =] (o oo o S EI =M k(o] g 1Mo o El =N ull; path=/; Expires=Thur, 01-Jan-1970 00:00:00 GMT;"]

e ) 1A (o oo o) (V= o) sl i el ke ]gn 1 @YU serContext=null; path=/; Expires=Thur, 01-Jan-1970 00:00:00 GMT;"]

}

when ACCESS_SESSION_STARTED {
if { [string tolower [HTTP::uri]] cogieliSalEE (X
ACCESS::session remove
# loglocal0. "****SESSION REYYIOA10lakalalaln

}
}
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0365_encode ObjectGUID irule

when ACCESS_POLICY_AGENT_EVENT{
if {{ACCESS::policy agent_id] eq "en(dels[SHE|
SR AN CIRIGEIRR I nE Il ubstr "[ACCESS::session data get
session.ad.last.attr.objectGUID]" J
oo SR e e El e R =5i0n.ad. [ast.attr.objectGUIDencoded [b64encode StmpVar]
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After the changes outlined in this document weCRnElER{oR [-RITI{F1RVAVe]o
deployment this configuration should be able (o RERIEERMl )il il k-Isle N0,
functionality for MS Office365 and MS Excha gl:zRVS=1¢$

Additional documentation:
-logon-enhancement-username-capture-
“Office 365 Logon Enhancement — USEIgiElnlsN e dV[=M

BCNETZo019


https://devcentral.f5.com/articles/office-365-logon-enhancement-username-capture-27497
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Ml el the implementation.
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This configuration ignoresgEla=lelele] Vgl !
UPN. Users can be authgglile=icTo=TeE1aR
pW\DNe (oIl aRe g \AAYe ditional APM logic
RN o SNell Mg No]EElele tO accommodate
=zl Ehliler=lileaWIMIEIET'S belonging to different
AD domains.
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R eI [e R CICREREREERING curve to do the F5 BIG-IP
A\ Relrzlalellale = lale Melii(e'mizations. Graphical interface
VN EL RN = [ERISFYPM we found was somewhat
limited.
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IMEICRCERRGICE R @mple to see insights on how
e leTe VAN I [ERISINRY policy “Office 365 Logon

=l EREInERIEMOEE i E'Me Capture™ at F5 DevCentral
lcom/articles/office-365-logon-
e-capture-27497
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https://devcentral.f5.com/articles/office-365-logon-enhancement-username-capture-27497

