
Keeping Home and Work Lives 
Separate

(hot side hot and cold side cold)



The Problem

• Line between work and home is blurred
• Work is home, home is work
• At home we answer emails and the phone
• At work we check our home email

• None of this is necessarily wrong, but it 
contributes to a blurring between the two



Guideline …



Two Items For Discussion

1. Email and accounts

2. Credit cards and banking



Email addresses circa 2000

johnnyandmary@gmail.com
thesmiths@hotmail.com
familyjones@home.com

What do all these have in common?



They are all email accounts shared
by multiple people



Shared email accounts
• Shared email 

accounts work as 
well as two heads 
on a llama

• How does Johnny 
mark what he read 
but Mary has not 
yet read?



A Solution

• Share your email account with the same 
enthusiasm you have for sharing your socks

• So don’t share your email accounts with 
others



A Solution

• Share your email account with the same 
enthusiasm you have for sharing your socks

• So don’t share your email accounts with 
others

(And don’t share your socks either)



Remember: bad things happen 
when you cross the work/home 

streams



Presented for Your Consideration …
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“Johnny” worked for a fortune 500 company 
with me until suddenly one day he did not. 

Johnny had all his employee stock purchase 
plan (ESPP) stored in the company email 
system and on company storage where it was 
safe.  Johnny no longer had any records of 
purchase prices or sell by dates.

Johnny had a “Bad Tax Return Experience”™



“Hilllary” sets up her own email server at home 
and proceeds to do work on that server.



“Hilllary” sets up her own email server at home 
and proceeds to do work on that server.

Hilllary loses her home email server and the 
work information is gone forever (no backups 
at home)



“Bob” coaches kids soccer on the weekend and 
used his work email in his team contact 
information.



“Bob” coaches kids soccer on the weekend and 
used his work email in his team contact 
information.

Bob gets caught by phishing email that 
appears to be a sale on soccer balls



What can we learn from Johnny, Bob 
and Hilllary?



Treat your work life as a separate 
person from your home life

• Do not share email with that “other person”

• Do not use your work contact for your 
personal dealings and vice versa

• If Sony gets hacked (again) do you want your 
work account to be publically available?



How To Fix and Avoid

• Set up a Gmail/MS/yahoo/whatever email 
account and use that for non-work 
registrations



How To Fix and Avoid

• Set up a Gmail/MS/yahoo/whatever email 
account and use that for non-work 
registrations

• Set one up for each registration you have
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How To Fix and Avoid

Gmail Apps ($5/user/month) allows you to set 
up aliases and groups of users for your own 
domain ($15/year)

ebay_bob@my.dom.ain à bob@his.real.email

paypal_bob@my.dom.ain à bob@his.real.email

parents@my.dom.ain à bob@his.real.email
mary@her.real.email 



Credit Cards and Banking

• In early January I was contacted by my credit 
card company to see if some spotted 
“suspicious” activity was malicious



Credit Cards and Banking

• In early January I was contacted by my credit 
card company to see if some spotted 
“suspicious” activity was malicious

It was malicious



The Starwood/Marriott Breach of 2014
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The Starwood/Marriott Breach of 2014
2015
2016
2017

This four year breach patiently collected data for 
later use, years later
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The Starwood/Marriott Breach

• Back in 2017 I went to a conference and a confusion at the 
hotel had me pay at checkout with my personal Credit Card.

• Typically I have hotels booked for me by the work travel 
agency

• Typically I use my low limit “online” credit card for travel 
purchases but I forgot to use it on this time

• Typically I don’t get breached



Conclusion

Treat your work person as a separate person 
from your home person and do not share 
between the two

Do not trust that “other person”

• Email
• Credit cards/banking



Thank you


