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Building PEN Testing Capability within
your Security Department
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CVE has just issued critical advisory CVE-2022-0666 with
a severity score of 9.8. Details are embargoed but

vendors are urging to apply the latest patches.




Our servers appear they might

be vulnerable to CVE-2022- %‘ _
0666 leading to remote code )

execution. }

No proof-of-concept code yet. {;‘;




The Management

There’s an exploit in the wild

for CVE-2022-0666 and | ran it...

... here’s all our employees’

permanent records...




PERIMETER ZERO TRUST

(internal PEN test)




IDS/IDP, EDR/XDR TESTING
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Security Incident & Event Management

Did the SIEM record the
PEN test?

(post-mortem forensics)




)y a third party). If you're unsure of what any of these tools are, please refer to the explanations on the final page of this document
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Remote learning made universities more
vulnerable to cyberattacks

Ransomware and data
breaches lead cyberthreats
at colleges

ansomware Attacks Double
Against Global Universities




WHAT WE DID @

v' Introduced (internal) PEN Testing

M THOMPSON v’ Created a standard Reporting Template
« RIVERS
& UNIVERSITY
High: 4

Critical: 3




Where to start?

academy

/\ binsec

Secure Coding Training
OWASP Top 10 + PCC-DSS

y'? PentesterlLab
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Where to

start?

PEN TESTING
\

VERIFICATION

PCI-DSS:

11.1 Implement processes to test for the presence of wireless
access points (802.11) and detect and identify all authorized
and unauthorized wireless access points on a quarterly basis.
Maintain an inventory of authorized wireless access points
and implement incident response procedures in the event
unauthorized wireless access points are detected.
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