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The Threat of Phishing



The Threat of Phishing

⚫ Phishing activity has spiked since the start of COVID-19.

⚫ Email-based attacks increased by 7.3% between May and Aug 2021 alone.

⚫ Phishing accounts for around 90% of data breaches.

⚫ Of all phishing attacks, 96% arrive by email.



The Threat of Phishing



Why Self-Phishing



Why Self-Phishing

⚫ Education

⚫ Practice

⚫ Just-in-Time Training

⚫ Threat Insight

⚫ Proactive Threat Management

⚫ Postmortem Analysis



Where To Start!?



Gathering Requirements

⚫ Target the user, not the technology

⚫ Control access to the collected data

⚫ Protect the end-user

⚫ Ease of operation

⚫ Ability to quickly adapt to current threats

⚫ Maintain end-user experience

⚫ Integrate with existing systems and workflows



Benefits Analysis

⚫ Paid Service

⚫ Customer support

⚫ Existing infrastructure

⚫ Selection of email templates

⚫ Open-Source

⚫ Ability to customize tools

⚫ More agile system

⚫ Better control of your data

⚫ Price



Comparing Drawbacks

Paid Service

⚫ Control of your data

⚫ Ease of integration with other 

systems

⚫ Price

Open-Source

⚫ No Customer Support

⚫ More time to deploy





Why GoPhish

⚫ Designed for self-phishing drills, not PenTesting exercises 

⚫ Very easy to deploy and start phishing

⚫ Well designed Graphical User Interface

⚫ Potential to diversify test styles

⚫ Python API client available



Building the system



User Experience

⚫ User receives identical experience as if it were a real 
phish

⚫ Tickets get automatically cleaned up

⚫ GoPhish gets updated automatically



GoPhish Gotcha’s

User content is not shared between users in the 
original implementation



GoPhish Gotcha’s

Add content sharing and accounting features



GoPhish Gotcha’s

Initial design did not make use of server-side pagination



GoPhish Gotcha’s

Add server-side pagination and server-side search capability



GoPhish Gotcha’s

Application lacks options for bulk target import 
– CSV only



GoPhish Gotcha’s

Not well suited for complex phishing schemes



Discoveries



Timing is Everything

⚫ Sample size: ~25000

⚫ First click 25 seconds into the campaign

⚫ Incident Response  team sees first report after 14 minutes



Promising Results



Community Response



Future Goals

⚫ Migrate to a more robust reporting structure

⚫ Implement missing pieces in GoPhish

⚫ Analyze statistics for other interesting trends



DEMO



Demo



QUESTIONS?

COMMENTS?
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