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The Beginning



Are we there yet?

• Hybrid environment decided (Local and Cloud services)

• Lead to issues with email systems, slowdown when cloud accounts talk 
back to campus resources

• AD/AAD connection fine, Password writeback is a want (Soon a need)
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New Features 

• Easier email access

• Microsoft Teams and integration

• OneDrive Cloud

• More Email storage

New Risks

• Outlook.com is common target

• Our email addresses are public

• Constant bruteforce attempts we 
can’t block

• Once into email has access to personal and 
shared directories, intranet, internal 
communications
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Moving to A5

• TRU (from recommendation of Hugh Burley) changed licensing from A3 
to A5 for all faculty/staff

• Adds many more security tools such as:
• Cloud App Security (MCAS)

• Azure P2

• Defender for Identity

• Also increase log collection/visibility from accounts.

• Worth the price?
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M365 training

• Pluralsight

• Good information

• Only problem, out of date

• Microsoft adding more tools, changing old

• Only way to keep up with changes was to 
dive into the product, watch for notices and 
get update emails from MS
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Who’s role is it anyway?

• MS not clear on what permissions are needed for what jobs

• Most sources stated that “Security Operator” would be enough for any 
daily task. Not the case.

• Eventually got Infosec team on “Security Administrator”, finding recently 
that even this isn’t enough.

• MS has “RBAC” permissions carried over from an old product that isn’t 
compatible with PIM.
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Security Permissions Findings

• Security Operator can manage alerts, not much else

• Security Reader grants all view permissions needed

• Global Reader “always on” for most sites to work

• Security Administrator doesn’t do all that it should

• Global Admin is needed for too many tasks

• Don’t always play fair with PIM

• Azure permissions aren’t always the same as S&C Center

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center?view=o365-worldwide
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The Tools



Security Console – Alerts/Incidents

https://security.microsoft.com/incidents
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Security Console – Explorer 

https://security.microsoft.com/threatexplorerInto The Microsoft Cloud



Security Console – Threat Hunting

https://security.microsoft.com/advanced-hunting
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Azure (P2) – Risky Sign ins

https://portal.azure.com/#blade/Microsoft_AAD_IAM/RiskySignInsBlad
e
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Microsoft Cloud App Security (MCAS) (A5)

https://onetru.portal.cloudappsecurity.com/#/dashboard
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MCAS – Alerts 

https://portal.cloudappsecurity.com/#/alerts
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Policies



Security Console – Secure Score
• Helpful guideline on what changes will make the most security 

impact

https://security.microsoft.com/securescore?viewid=overview
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MCAS - Policies
• Gives lots of noise, needs tuning. Where possible

https://portal.cloudappsecurity.com
/
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Azure – Conditional Access

• Critical for MFA implementation

• Useful for locking down access

https://portal.azure.com/#blade/Microsoft_AAD_IAM/ConditionalAccessBlade/Policies
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Azure – PIM 

• Don’t walk around with master 
keys. Put them in a safe with 
permission to check them out.

https://portal.azure.com/#blade/Microsoft_Azure_PIMCommon/CommonMenuBlade/quickStart
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Moving Forward



Example: Compromise

• Receive spam directly or reports from 
users

• Check header to confirm it was not spoofed

• Lock account and wait for user to call in

• Call mail team to get us numbers and 
purge the email.

• Slow reaction, no visibility

Before M365 After M365
• Microsoft sends alert of suspicious access 

activity

• Team can investigate in near real-time what 
they are doing

• If the bad actor sends spam from the it can 
be seen right away and generates another 
alert

• Accounts can be quickly disabled and 
sessions revoked

• Added visibility is invaluable

Into The Microsoft Cloud



Features to add

• Zero-Hour Auto Purge
• Automatically delete mass spam from inboxes

• Expand ATP Safe links
• Block suspicious links from anywhere

• Automated Alert Resolution
• Block confirmed bad activity

• Data Loss Prevention/Governance
• Cloud data protection

• Increase Secure Score

• Much More
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Discussion

Questions?



Thank you!


