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Basic CIS Controls

° Inventory and Control of Hardware Assets
e Inventory and Control of Software Assets

e Continuous Vulnerability Management

Foundational CIS Controls

Email and Web Browser Protections
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Data Recovery Capabilities

Secure Configuration for Network Devices, such as
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Implement a Security Awareness and Training
Program
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CRITICAL SECURITY CONTROL

Inventory of Authorized and
Unauthorized Devices
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Inventory of Authorized and
Unauthorized Software
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Secure Configurations for
Hardware and Software

Esmblsh, implemest, 204 actwely manage (wack, repert oa, camect) tn secunty

of bagtags, serven, and uing 2 ngeres
runagerest and mn-lmnnm-p'mnﬂnmmg
walerble services and setimgs.

LU

) (eseid

Pacch Masaprrment

'd

Continuous Yulnerability
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Malware Defenses
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Application Software Security
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Wireless Access Control
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Data Recovery Capability
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Security Skills Assessment and
Appropriate Training to Fill Gaps
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Secure Configurations for
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Limitation and Control of
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Controlled Use of
Administrative Privileges

The processes and wols wied to track/cantrabipresencicomect the wse, Zgnement, and
configuration of admesstrative privileges oo computers, networks, asd applicasions.
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Maintenance, Monitoring,
and Analysis of Audit Logs
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Controlled Access Based on
the Need to Know
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Account Monitoring
and Control

Acively rasage the Kle-cyde of sysem and applicatien accouns - ther creation, wie,
dormancy, delesion - in arder 2 minimoe oppernmities for atackers © leverage them.
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Data Protection
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Incident Response
and Management
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Secure Network Engineering
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Make security an mherest atridane of dhe encerprise by specfpag, designing, 20d
beddingin feanwes that allow high coefidesce symems operatons while desying or

mnmong eppartseides for attackers.
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Penetration Tests
and Red Team Exercises

Test the overal stengsh of 20 oganization’s defenses (the techeology, the peacenes,
and the peaple) by smalitng the objectwes and actions of an atmadker.
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