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Contextual Access and Multi-Factor Authentication

Lessons learned on getting past single-factor authentication!
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What are we talking about?

= Contextual Access Control = Multi-factor Authentication
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Meet your neighbour!

= Meet your neighbour and discuss multi-
factor authentication capability at your
organization...!

= Deployed or not ?

=  Support for or not ?
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Use Case - TRU

= Business Drivers
= Restricting privileged access

= Reduce risk of ransomware/phishing

THOMPSON = PCI Compliance
RIVERS
UNIVERSITY




Use Case - TRU

= Systems in scope for
deployment

= Primary
= Password vault (thycotic)
= Firewall Ul (Panorama)

= RDP to desktops (users who use VPN to access network)

THOMPSON " Secondary
RIVERS = VPN
UNIVERSITY = Servers (Linux and Windows)

= Banner privileged accounts

= Root/administrator accounts
= BANSECURE named accounts

= |[NB accounts



Use Case - TRU

= |[essons Learned

= Have a well defined plan

= |f we knew now.....?

@ EPVOEI:ESON = Qverall we have had a good experience

UNIVERSITY




Use Case - UCalgary

UNIVERSITY OF

CALGARY



UCalgary — Business Drivers

Prevent

account
compromise

Audit
requirements

Reduce Reduce costs

Reduce lost
productivity

support associated
burden with risk




UCalgary — Deployment

Deployed

Ny,

m Testing Pilot = Technical Pilot = Business Pilot All Staff = All Students
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UCalgary — Deployment

Legacy Interfaces (technical)

New Interfaces (technical)
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LDAP

SecurlD native
RADIUS

CAS (custom)

SAML 2
WS-FED
OpenlID Connect
OAuth

RADIUS
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UCalgary — Deployment

Thursday, October 19
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UCalgary — Lessons Learned
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UCalgary — Lessons Learned
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For added security, we need to further verify your account

sfeil@ucalgary.ca

Your admin has required that you set up this account for
additional security verification.

Sign out and sign in with a different account

More information

©2018 Microsoft =' Microsoft

Terms of use  Privacy & cookies



UCalgary — Lessons Learned
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UCalgary — Lessons Learned
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Tags

Service
Central Authéntication
Service
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This is the Talarak ADFS QA Environment. This is not production

@2 Login to Microsoft Teams

B® Microsoft

Sign in

Can't access your account?

Office 365 Message ...
Weekly digest: Office 365 ¢.. 2

4 Last Month

Office 365 Message ...
Weekly digest: Office 365 ¢ 2018

Office 365 Message ...

Message Center Major Up... 2018




UCalgary — Lessons Learned
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UCalgary — Next Steps

« Hardware token support and deployment strategy
« Deploy to remaining staff and students
« Expand systems protected by MFA

« Strengthen contextual access to reduce need for token authentication
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UVic — Business Drivers
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UVic — YubiKey MFA applications

Cisco VPN — for NETS Staff

Unix Shell - for Privileged Admins

Banner 8 Forms — Finance
On-premise Yubikey OTP Server + Key Management in IdentitylQ

\/

VPN MFA access expanded to IT staff
« CAS 5.2 SSO + Banner 9 / AppNavigator
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UVic — Lessons Learned

(- Leadership

* People
o IT * Process
* Clients » Technology

Business Y
Process

Driving
Forces

e Audit Gartner

* Info Sec research
* Reputational * Unicon
risk support
. 1 . o
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Banner 8 Appserver Banner 9 AppServer \
Aggregate Entitlements

A

[ | CAS Client AppNavigator ! !SaiIPoint IdentitylQ

CAS 5.x SSO Servers

Provision MFA policy attribute

/
(v, "

Yubikey OTP Server -ﬂ
MFA Policy

LDAP



UVic — Next Steps

Staff
desktops VVeb apps

More

factors
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Use Case

= Business Drivers
= Deployment

= |Lessons Learned

C
e
0

If we knew now.....

I

= Next Steps
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Multi-factor

é% Authentication

Business Drivers —
Whydo we need MFA?

Part of a broader Security Strategy. Multi-factor Authentication is one
of the most effective ways of protecting against the exploitation of
compromised accounts.

o
Strengthen
intelligence &

response
capabilities
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UBC

e

= i"-'."i ~

= Multi-factor
Authentication

UBC Context

We are trying to solve the same problem in 2 very different arenas.

(i.e. Finance, IT): Which Mid/Low Risk Users
may use/support a large number of apps
in a privileged manner

Sensitive
Information

Infrastructure
Components

Backend
Access

Multiple
ERP
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The User Experience
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Multi-factor

63
‘_@ Authentication
|

The ultimate goal is to
protect every application
that UBC supports -on-
premises, in the cloud, or
hybrid environment, without
changing the way most
users go about their day.




MFA INTEGRATION TYPES

Agent-based
installed on the client application layer

Agent-based
installed on the IDP layer

Proxy-based (Agent-less)
1-step, MFA-only

Proxy-based
2-steps, Primary Auth & MFA

API-based (write your own agent)

h

LDAP and
Kerberos
application l \
IDP
Request
primary auth
Yes N.O
- Y
Reject
’ HTTPS Login
Duo Agent on >

%pp Servers

Outlook Web App

Primary Auth
Independent
from
bUO

=z
(e}

Shibboleth

Yes
\ / Login
RADIUS
Yes Login
\J
Y
L—»
Duo Agent on IDP On-prem
Multi-protocol
Proxy

Application

LDAP

.l

HTTPS

Y

NO

Reject
Login

Integration in App

HTTPS
Code

DUO Auth API instruction and specs:
https://duo.com/docs/authapi

Python API:
https://github.com/duosecurity/duo_client_python

C# API:
https://github.com/duosecurity/duo_api_csharp

Ruby API:
https://github.com/duosecurity/duo_api_ruby

Perl API:
https://github.com/duosecurity/duo_api_perl

PHP API:
https://github.com/duosecurity/duo_api_php

Java API:
https://github.com/duosecurity/duo_client_java
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Setting Policies

To address the complexity of the UBC environment
(over 400 applications across SaaS, Shib, CAS,
SAMLZ2, Linux, Oracle, Windows, OIDC, Radius
etc.), a Risk-Based access framework needs to be
used to prevent a bloated policy repository that
becomes unmanageable.

UBC’S Policy Engine allows for policies
at various levels that interact with each
other.

Global * Application * Groups * Users
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UBC

== é@\ Multi-factor

i Authentication

Web Applications

VPN Pools

Legacy Apps

Server Root

. Appliance




Multi-factor

é‘:@ Authentication

POLICY BASED RISK RATINGS -ALLows FOR GREATER TRANSPARENCY

AND GOVERNANCE

DEVice Device
Context

Location

Context
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MFA TIMELINE

UBCIT
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Targeted

All Staff & Faculty
@UBC

WorkDay
release

Campus Wide ( v )



Use Case

UBC

I
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Lessons Learned.
= Don’t be afraid to ask for ....

= Some of the best support is in the communities...

= Set a 25 min floor to present...
= Test your communications not just your tech...
If we knew now.....

=  Portion Control....







