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Welcome!

Getting to Defensible: Your Roadmap to Maturing

Defensible Security in your Organization




Global Context

= global annual cybercrime will cost the world in

excess of S6 trillion annually by 2021
- this is an increase from $400 billion in early 2015

= global spending on cybersecurity defence is
projected to exceed S1 trillion over the next 5 years

= U.S. has declared a national emergency to deal with
the cyber threat

= global shortage of cybersecurity professionals is
expected to reach 2 million by 2019

- now expected to be 3.5 million by 2021
- Canada’s share expected to be 62-65,000

* source: Herjavec 2016 Cybercrime Report



Key Messages

" incidents are increasing in frequency and are
more sophisticated and targeted than ever

" no organization globally is immune to attack

= doing the basics well will stop 80% of the
problems

" organizations will be judged not only on their
ability to prevent but detect and respond

" security is not just an IT problem, it’s business
enterprise risk

" security is a top issue of concern for executives
and Boards of Directors globally



Questions the CEO/Board are Asking

1. do you know what our critical systems and data
are?

2. what are the security controls in place?

3. are the controls sufficient to mitigate risk to an
acceptable level?



Questions the CEO/Board Should,Answ_er

1. what are the key cybersecurity risks affecting
your industry/organization?

2. isyour organization aligned with an existing
industry security standard (ie. ISO or NIST)

3. what is your current capability/maturity rating?

(0 — Not Implemented, 1 — Initial, 2 — Repeatable, 3 — Defined, 4 — Managed, 5 — Optimized)

what is your desired capability/maturity rating?
do you have a plan to reach the desired level?

how frequently do you receive plan updates?

N o s

is security a recurring item on the board agenda?



Approach

= pick a standard relevant to your organization and
industry (eg. ISO, NIST, NERC)

= develop your security program consistent with the
standard

= perform a self-assessment

= determine future state

= perform gap analysis

= plan, prioritize, execute

= consider third party assessment



Consider Maturity Level

Low Risk register identify key risks

rate inherent risk and trend
identify controls in place
rate residual risk

compare with risk appetite

bR~

Medium Standards-based
compliance

identify an appropriate standard for your organization
assess present state

determine desired target state based on appropriate
controls

gap analysis

plan, prioritize

execute
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review trends in environment

focus on changes in risk posture
consider relevant updates in standards
augment with increased capabilities

High Capability-based
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Defensible Security
what is it

where it came from

why is it needed

next steps

compliance
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DefSec Triage

Security
Embedding (DNA)

Controls
Info Security Program

Info Security Classification
Security Awareness
Security Governance

Security
Respiratory
BackuCORiEQIS

Logging & Monitoring

Physical Security & Visible ID
Criminal Record Checks
Vendor Security Requirements
Access Control

“DiD” for Endpoints & Networks
VM & Patching
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Directives

“Covering the organization end-to-end”

Security
Ererequisites
Roles & Responsibilities
Crown Jewels

Risk Appetite & Register
Risk Assessment
Security Assessment

Security Directives

Asset Management & Disposal
Change Management

Incident Management

Business Continuity Plan (BCP)
Disaster Recovery Plan (DRP)
Security Incident Response
Info Security Policy




Raise the Water Level

" increase the security capability
across our province to an
acceptable level




Hygiene Controls (Procedural). * -

Information Security Identify what employees may and may not do that will
Policy impact risk to systems and data

Risk Register Conscious identification and treatment of physical and
logical risks to systems and data

Risk Assessments Review risk each time a new system is introduced or upon
material change to an existing system

Incident Response Respond to inevitable security incidents in a consistent
Plan and scalable way

Incident Response Team that is dedicated, virtual, or on retainer with third
Team party provider to respond to security incidents

Security Education and Humans represent the easiest method for attackers to
Awareness gain unauthorized access to systems and data



Hygiene Controls (Technical) TN

Firewall Modern version designed to prevent illegitimate network
traffic

Intrusion Sensors to prevent unauthorized access to networks and

Prevention data

Website Content System to detect employee access to inappropriate and

Filtering infected websites

Email Content System to detect infected email and spam messages

Filtering

Anti-virus/Malware Software to detect malware and viruses on workstations

and servers



Defensible Security

Cybersecurity has never been as imperative as it is today. Most
organizations have failed to invest at a rate that has sustained
previously achieved capability levels. Others have never reached a
level of security maturity adequate to mitigate risks to an acceptable
level. Organizations must target a level at or above risk-based
security. It is critical to ensure hygiene and compliance level controls
are in effect. Public sector organizations have a responsibility to

apply appropriate safeguards and maintain a defensible level of
security. i

Defensible security is
at or above _Efens‘b'e
hygiene + compliance compliance

hygier;le3



Pre-requisites

The following are pre-requisites to success for security:

O Ensure the importance of cybersecurity is recognized by executives
O Information Security roles and responsibilities are identified and assigned
Q Identify critical systems and data as the crown jewels of the organization

O Organization’s risk appetite is known and a risk register is reviewed quarterly

0 Risk assessments are conducted for new systems and material changes to
existing

U Conduct security assessments regularly against an established security standard



Defensible Security

Organizations must have documented, followed, reviewed, updated, and tested:

0 Asset Management & Disposal O Security Incident Response

0 Change Management O Information Security Policy

O Incident Management O Information Security Program

Q Business Continuity Plan (BCP) d Information Security Classification
O Disaster Recovery Plan (DRP) O Criminal Record Checks

U Backup & Retention O Security Awareness Program &
0 Logging & Monitoring Course

O Physical Security & O Vendor Security Requirements

Visible Identification

The following practices must be in effect:

O Access Control O Security Governance
O Defence in Depth for Endpoints U Vulnerability Management
and Networks & Patching



Defensible Security

Durations are based on an average-sized organization and intended as a
guide. Whether an organization must invest more or less time will depend on
scope, volume, and maturity.




Pre-requisitesfor success

Ensure the importance of cybersecurity is recognized by executives 0
* review security threatlandscape and request executive support
* thiscan beaccomplished with a 30-60 minute presentation, conversation,
or briefing note with 5-10 hours of preparationtime

Information Security roles and responsibilities are identified and assigned 0
* documenttheroles, approve them, and communicate who isresponsible
and whoisaccountable for security
* ensureemployee, contractor, and vendor responsibilities are covered as
ultimately security is everyone’s responsibility

Identify critical systems and data as the crown jewels of the organization @
* build, review, and update a list of key systems and data and the controls
in place to protectthem
* ifcontrolsareinadequatethenreview for opportunities toimprove
* ensureavailability requirements are documented and met

Organization’sriskappetite is known and a risk registerisreviewed quarterly Q@
* assessorganization’srisk appetite (may simply ask, review actions, or both)
* populate, publish, review, and updaterisk register quarterly
* compareresidual risk with risk appetite and augment as necessary

Risk assessments are conducted for new systems and material changes to O @
existingones
* processdocumented and followed with signoffon risk assessments

Conduct security assessments regularly against an established security standard @
* identify anappropriate security standard and determine whether
self-assessment or third-party (forindependence)
* conductreview, identify gaps, build plan to remediate, execute
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Access Control /!

* policyisdocumented, followed, reviewed, and updated regularly

[Rgape

Defen

@ .

» facilitiesmustben

* addressonboarding, off-boarding, transiti
reviews, limit and control use of administrg

* employees/contractors/vendors should be
authorizedtouse

* conflicting duties and areas of responsibilit|
reduce incidents of fraud and otherabuse

* multi-factor authentication is required for 3
networks

* systemaccounts unableto use multi-factor
(eg. password aging, length/complexity, his

Asset Management & Disposal

* policyisdocumented, followed, reviewed,
* includesboth hardwareand software and
* inventory mustincludename of system, lo
* assetsareadded toinventory on commissi
* disposal requirements are based onthe se

Backup & Retention

* policyisdocumented, followed, reviewed,

* regularbackups are taken and tested regul|

* frequencyand completeness should be bag
(eg. 6 months for high value information)

Business Continuity Plan (BCP)
* planisdocumented, followed, reviewed, u

Change Management
* policyisdocumented, followed, reviewed,
* changesto production environments must

Criminal Record Checks
* employees must complete a satisfactory cri
and are required to proactively disclose off]
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Defensible Security — Definitions (2/3) m

* DefenceinDepthfor Endpoints and Networks

* Disaster RecoveryPlan (DRP)

* Incident Management

* Information Security Classification !

+ Information Security Policy 2

* Information Security Program

* Logging & Monitoring

h®
endpointsincludeservers, desktops, laptops, tablets, mobile devices
networks include wired and wireless and require secure perimeter,
network segmentation, and known ingress/egress points

controls must exist to prevent, detect, and respond to security incidents
technologies mustincludefirewall, intrusion prevention, web content filtering,
email content filtering, and anti-virus ata minimum

systems must be hardened (eg.default passwords and shared accounts may not
be used, unnecessary services are disabled, insecure protocols disabled)
additional controls may be required to mitigate risk to your organization

o

o

planisdocumented, followed, reviewed, updated, and testedregularly

policy is documented, followed, reviewed, updated, and tested regularly

o

classification is documented, approved, communicated, and followed
employees must understand not all datais created equal, somedatais more
sensitivethan others and should benefit from greater controls

employees should possess only the sensitive information they need, handleit
carefully,and label itas appropriate

sensitiveinformation must be encrypted in-transitand atrest

prohibit production data in test environments unless security controls are
equivalent to production or better

policy isdocumented, approved, followed, reviewed, and updated regularly
policy should be standards-based in order to evolveovertime
include Appropriate Use so employees know what they may and may notdo

m

* policyisdocumented, followed, reviewed, updated, and tested regularly

sible Security —Definitions (3/3)

Physical Security & Visible Identification

efit from adequatecontrols (eg. alarms, fences, locks,
trol systems, cameras, guards)

ustwear visibleidentification (including a picture) and

hodonot

logramand Course & @

bnted, followed, reviewed, and updated regularly

formation security course foremployees

lommon threats and impacts to business such as not sharing

cking on suspicious links and attachments, reporting security
ing clean desk, locking inactive systems, concealing valuables

onse @

d, followed, reviewed, updated, and testedregularly

or on-retainer team to lead response activities
esponsibilities in advance (eg. communications)

n, identification, containment, eradication, recovery, and

d ensure chain of custody, impartiality, and follow evidence

pbe performed on each business case prior to allocation of
entation of systems (security by design)
amming interfaces developed according to industry standards

rements

hts are documented, followed, reviewed, and updated regularly
b meet or exceed organizations’ security policy

ed to demonstrate evidence of compliance

ty risks are identified, mitigated, and reviewedregularly

Inent & Patching

ed, approved, followed, reviewed, and updated regularly
Ined prior to and following production launch

atched regularly to ensure current OS and application levels
sments are regularly conducted as part of a programand
tbe rated according to criticality

Inerabilities must be remediated through

ission, or compensating controls

program is documented, approved, executed, reviewed, and updated regularly
align with organization’s mission, vision, and goals
provides clear direction on security strategy

collect system logsto determinewho did what when, retain according to
retention policy, correlate and monitor to identify and act on suspicious activity




Present State

2 3

Risk Risk

appetite assessments

Crown

jewels

Roles

responsibilities

7 12 13
Asset Backup | Logging

management & retention & monitoring

15 17 20

Aware

program/course

21
Vendor

requirements

Incid

response

Prog

(security)

22
Access

control

23 24

Security

governance

[ complete or substantially complete

[ partially complete or in progress
Bl incomplete or substantially incomplete

DiD

for end-points

& network

Notes:

- self assessments are notorious for being too generous

- third party assessment provides independence

- may use third party as a baseline to show improvement

- otherwise may prefer to remediate self-assessed gaps first



Future State TN N

Notes:
- self assessments are notorious for being too generous

- third party assessment provides independence
- may use third party as a baseline to show improvement
- otherwise may prefer to remediate self-assessed gaps first



3-Step Plan

1. achieve Defensible Security for Publie-Seector
Organizations

2. celebrate the accomplishmen-‘ i

3. embrace a maturity model or selectively
choose capabilities for additional investment



Eating the Elephant: Bites 1-6

The following are pre-requisites to success for security:

O Ensure the importance of cybersecurity is recognized by executives
O Information Security roles and responsibilities are identified and assigned
O Identify critical systems and data as the crown jewels of the organization

O Organization’s risk appetite is known and a risk register is reviewed quarterly
0 Risk assessments are conducted for new systems and material changes to existing

0 Conduct security assessments regularly against an established security standard

= culture and support for security comes from the top
= ensure common understanding of the threat

= how do you find out if /f
you have support? 'b@




Engagement

Engage

stakeholders

Once stakeholders for each control
element are identified, we suggest MISOs
inform them of the engagement. We then
schedule meetings with each stakeholder,
providing templates and assistance to
improve control element ratings.

Next
sector/ministry

We proceed to the next sector/ministry (and
repeat steps) while providing ongoing
support to previously assessed

Closeout meeting

We present a straight-forward report comprising
of pre- and post-DefSec dashboards, statistics
on control changes, recommendations, and next
steps. This is an in-person, face-to-face meeting
with the MISO(s) and Director(s).

Assess findings

All supporting documents stay within the
sector/ministry on their SharePoint site. We
access the documents from the SharePoint
site and don’t take ownership of any
document.

the project plan, and validate current state. At the end of the
meeting, we should have a completed Stakeholder list and a
Critical Systems list. Also we suggest creating a SharePoint site
for the engagement.

Kick-off meeting
This is an in-person, face-to-face meeting with the MISO(s) and
\—/ Director(s). We begin with a brief introduction on DefSec, outline
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Example: Risk Register

Version 1.0

|dentify risks, rate inherent risk and trend
|[dentify key risk mitigation strategies and residual risk
Review quarterly

Definition Key risk mitigation Residual
strategies risk

Network Insufficiently proactive

Security approach on identification of
threats and vulnerabilities in
network infrastructure and
timely mitigation may result
in network outages and
exposure

Data Insufficient application of

Security adequate security controls,
heightened by increased
risks from ransomware and
profit-driven cyber criminals
results in an inability to
identify and mitigate
unauthorized access,
disclosure, modification,
deletion of sensitive data
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Eating the Elephant: Bites 7135

Organizations must have documented, followed, reviewed, updated, and tested:

0 Asset Management & Disposal
0 Change Management

O Incident Management

O Business Continuity Plan (BCP)
O Disaster Recovery Plan (DRP)
O Security Incident Response

O Information Security Policy



Example: Asset Management TN

Version 1.0

|dentify scope

Asset inventory

Process to add assets when purchased and commissioned
Process to remove assets when decommissioned and disposed of




Eating the Elephant: Bites 14-18-. -

Organizations must have documented, followed, reviewed, updated, and tested:

0 Backup & Retention

U Logging & Monitoring

O Physical Security & Visible Identification
O Criminal Record Checks

O Security Awareness Program & Course



Eating the Elephant: Bites 19-25- -

The following practices must be in effect:

O Access Control !

O Defence in Depth for Endpoints and Networks /!
O Security Governance

O Vulnerability Management & Patching

Mature organizations have:
Q Information Security Classification /!

O Vendor Security Requirements
A Information Security Program



Building the Plan

The following are pre-requisites to success for security:

Ensure the importance of cybersecurity is recognized by executives

Information Security roles and responsibilities are identified and assigned

Identify critical systems and data as the crown jewels of the organization
Organization’s risk appetite is known and a risk register is reviewed quarterly

Risk assessments are conducted for new systems and material changes to existing
Conduct security assessments regularly against an established security standard

Asset Management & Disposal
Change Management

Incident Management

Business Continuity Plan (BCP)
Disaster Recovery Plan (DRP)
Security Incident Response
Information Security Policy

Backup & Retention

Logging & Monitoring

Physical Security & Visible Identification
Criminal Record Checks

Security Awareness Program & Course

Access Control

Defence in Depth for Endpoints and Networks
Security Governance

Vulnerability Management & Patching

Information Security Classification
Vendor Security Requirements
Information Security Program

[ Iy Iy Iy Ry Iy Ny A B Ny B[y Wy
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e

Ensure the importance of cybersecurity is recd
Information Security roles and responsibilities
Identify critical systems and data as the crow
Organization’s risk appetite is known and a rig

Month1l Month2 Month3 Month4 Month5 Month6 Month7 Month8 Month9 Month 10 Month 11 Month 12

Risk assessments are conducted for new systd

Conduct security assessments regularly again

Asset Management & Disposal

Change Management

Incident Management

Business Continuity Plan (BCP)

Disaster Recovery Plan (DRP)

Security Incident Response

Information Security Policy

Logging & Monitoring

Backup & Retention

Physical Security & Visible Identification

Criminal Record Checks

Security Awareness Program & Course

Access Control

Multifactor authenticatoin

Defence in Depth for Endpoints and Networks

Security Governance

Vulnerability Management & Patching

Information Security Classification

Vendor Security Requirements

Information Security Program
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quarterly
ongoing
annual

annual
weekly
daily/annt
annual
annual
annual
annual

ongoing
annual
annual
ongoing
monthly/:

ongoing &
on-deman
annual
ongoing

annual
annual




L

Building the Plan (large organ'iz'ation)

September October November December January February March

Sector 1

*
Sector 2

Sector 3

Sector 4

Sector 5

Sector 6

Sector 7

Project Close out
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Security programs will be successful when they are:

= supported by executive

= aligned with government and ministry goals

" risk-based, aligned with business and risk appetite
= standards-based, evolve over time

= capture present and target state accurately

= plans are realistic and actionable

= resourced effectively

= focused on building security in from the ground up
= measured/monitored

= continuous improvement

= communicated appropriately

= executed on



review risk register quarterly to ensure residual risk aligns with risk
appetite and augment controls where it does not

participate in an annual security assessment and analyze results for
opportunities

build an information security program that is risk based, compliance
based, or capability based

build and exercise incident response plan (BCP as well)

leverage oversight authority and collaborate with others to ensure a
defensible security level

take advantage of the Defensible Security for Public Sector :
Organizations (DefSec) initiative and ride the wave... x
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Questions?




