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Welcome!

Getting to Defensible: Your Roadmap to Maturing 
Defensible Security in your Organization
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Global Context
§ global	annual	cybercrime	will	cost	the	world	in	

excess	of	$6	trillion	annually	by	2021
- this is an increase from $400 billion in early 2015

§ global	spending	on	cybersecurity	defence	is	
projected	to	exceed	$1	trillion	over	the	next	5	years

§ U.S.	has	declared	a	national	emergency	to	deal	with	
the	cyber	threat

§ global	shortage	of	cybersecurity	professionals	is	
expected	to	reach	2	million	by	2019	
- now expected to be 3.5 million by 2021
- Canada’s share expected to be 62-65,000

* source: Herjavec 2016 Cybercrime Report
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Key Messages
§ incidents	are	increasing	in	frequency	and	are	

more	sophisticated	and	targeted	than	ever

§ no	organization	globally	is	immune	to	attack

§ doing	the	basics	well	will	stop	80%	of	the	
problems

§ organizations	will	be	judged	not	only	on	their	
ability	to	prevent	but	detect	and	respond

§ security	is	not	just	an	IT	problem,	it’s	business	
enterprise	risk

§ security	is	a	top	issue	of	concern	for	executives	
and	Boards	of	Directors	globally
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Questions the CEO/Board are Asking

1. do	you	know	what	our	critical	systems	and	data	
are?

2. what	are	the	security	controls	in	place?

3. are	the	controls	sufficient	to	mitigate	risk	to	an	
acceptable	level?
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Questions the CEO/Board Should Answer

1. what	are	the	key	cybersecurity	risks	affecting	
your	industry/organization?

2. is	your	organization	aligned	with	an	existing	
industry	security	standard	(ie.	ISO	or	NIST)

3. what	is	your	current	capability/maturity	rating?
(0	– Not	Implemented,	1	– Initial,	2	– Repeatable,	3	– Defined,	4	– Managed,	5	– Optimized)

4. what	is	your	desired	capability/maturity	rating?

5. do	you	have	a	plan	to	reach	the	desired	level?

6. how	frequently	do	you	receive	plan	updates?

7. is	security	a	recurring	item	on	the	board	agenda?
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Approach
§ pick	a	standard	relevant	to	your	organization	and	

industry	(eg.	ISO,	NIST,	NERC)
§ develop	your	security	program	consistent	with	the	

standard
§ perform	a	self-assessment
§ determine	future	state
§ perform	gap	analysis
§ plan,	prioritize,	execute
§ consider	third	party	assessment
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Consider Maturity Level
Maturity Approach Steps

Low Risk register 1. identify key risks
2. rate inherent risk and trend
3. identify controls in place
4. rate residual risk
5. compare with risk appetite

Medium Standards-based
compliance

1. identify an appropriate standard for your organization
2. assess present state
3. determine desired target state based on appropriate 

controls
4. gap analysis
5. plan, prioritize
6. execute

High Capability-based 1. review trends in environment
2. focus on changes in risk posture 
3. consider relevant updates in standards
4. augment with increased capabilities
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Defensible Security

8

world-class	

risk-based	security

compliance

hygiene

defensible

§ what	is	it
§ where	it	came	from
§ why	is	it	needed
§ next	steps
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DefSec Triage

Prerequisites
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Security 
Prerequisites
Executive Support
Roles & Responsibilities
Crown Jewels
Risk Appetite & Register
Risk Assessment
Security Assessment

Security Directives
Asset Management & Disposal
Change Management
Incident Management
Business Continuity Plan (BCP)
Disaster Recovery Plan (DRP)
Security Incident Response
Info Security Policy

Security 
Embedding (DNA) 

Controls
Info Security Program

Info Security Classification
Security Awareness 

Security Governance

Security 
Respiratory 

ControlsBackup & Retention
Logging & Monitoring

Physical Security & Visible ID
Criminal Record Checks

Vendor Security Requirements
Access Control

“DiD” for Endpoints & Networks
VM & Patching

“Covering the organization end-to-end”
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Raise the Water Level
§ increase	the	security	capability	

across	our	province	to	an	
acceptable	level
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Hygiene Controls (Procedural)
Security Controls
Information Security 
Policy

Identify	what	employees	may	and	may	not	do	that	will	
impact risk	to	systems	and	data

Risk Register Conscious	identification	and	treatment	of physical	and	
logical	risks	to	systems	and	data

Risk Assessments Review	risk	each	time	a	new	system	is	introduced	or	upon	
material	change	to	an	existing	system

Incident Response 
Plan

Respond to	inevitable	security	incidents	in	a	consistent	
and	scalable	way	

Incident Response 
Team

Team that	is	dedicated,	virtual,	or	on	retainer	with	third
party	provider	to	respond	to	security	incidents

Security Education and 
Awareness

Humans	represent	the	easiest	method	for	attackers	to	
gain	unauthorized	access	to	systems	and	data	
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Hygiene Controls (Technical)
Security Controls

Firewall Modern	version designed	to	prevent	illegitimate	network	
traffic

Intrusion 
Prevention

Sensors	to	prevent unauthorized	access	to	networks	and	
data

Website Content 
Filtering

System	to	detect	employee	access	to	inappropriate	and	
infected	websites	

Email Content 
Filtering

System	to	detect	infected	email	and	spam	messages	

Anti-virus/Malware Software	to detect	malware	and	viruses	on	workstations	
and	servers	
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Defensible Security

13

Cybersecurity has never been as imperative as it is today.  Most 
organizations have failed to invest at a rate that has sustained 
previously achieved capability levels.  Others have never reached a 
level of security maturity adequate to mitigate risks to an acceptable 
level.  Organizations must target a level at or above risk-based 
security.  It is critical to ensure hygiene and compliance level controls 
are in effect.  Public sector organizations have a responsibility to 
apply appropriate safeguards and maintain a defensible level of 
security.

Defensible security is 
at or above 

hygiene + compliance
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Pre-requisites
The following are pre-requisites to success for security:

q Ensure the importance of cybersecurity is recognized by executives
q Information Security roles and responsibilities are identified and assigned
q Identify critical systems and data as the crown jewels of the organization
q Organization’s risk appetite is known and a risk register is reviewed quarterly
q Risk assessments are conducted for new systems and material changes to 

existing
q Conduct security assessments regularly against an established security standard
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Defensible Security
Organizations must have documented, followed, reviewed, updated, and tested:

q Asset Management & Disposal
q Change Management
q Incident Management
q Business Continuity Plan (BCP)
q Disaster Recovery Plan (DRP)
q Backup & Retention
q Logging & Monitoring
q Physical Security & 

Visible Identification

The following practices must be in effect:

q Access Control
q Defence in Depth for Endpoints 

and Networks

q Security Incident Response
q Information Security Policy
q Information Security Program
q Information Security Classification
q Criminal Record Checks
q Security Awareness Program & 

Course
q Vendor Security Requirements

q Security Governance
q Vulnerability Management 

& Patching
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Defensible Security
Durations are based on an average-sized organization and intended as a 
guide.  Whether an organization must invest more or less time will depend on 
scope, volume, and maturity.

W

H

M

hours

week(s)

month+

hazard

hygiene
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Defensible Security
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Defensible Security



Conference 2018

Present State
1 2 3 4 5 6

Exec Roles Crown Risk Risk Security
awareness responsibilities jewels appetite assessments assessments

7 8 9 10 11 12 13 14

Asset Change Incid BCP DRP Backup Logging Physical
management management management & retention & monitoring & visible ID

15 16 17 18 19 20 21

Incid Policy Prog Info Crim Aware Vendor
response (security) (security) classification record checks program/course requirements

22 23 24 25

Access DiD Security VM
control for end-points governance & patching

& network

Notes:
- self assessments are notorious for being too generous
- third party assessment provides independence
- may use third party as a baseline to show improvement
- otherwise may prefer to remediate self-assessed gaps first

complete or substantially complete
partially complete or in progress
incomplete or substantially incomplete
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Future State
1 2 3 4 5 6

Exec Roles Crown Risk Risk Security
awareness responsibilities jewels appetite assessments assessments

7 8 9 10 11 12 13 14

Asset Change Incid BCP DRP Backup Logging Physical
management management management & retention & monitoring & visible ID

15 16 17 18 19 20 21

Incid Policy Prog Info Crim Aware Vendor
response (security) (security) classification record checks program/course requirements

22 23 24 25

Access DiD Security VM
control for end-points governance & patching

& network

Notes:
- self assessments are notorious for being too generous
- third party assessment provides independence
- may use third party as a baseline to show improvement
- otherwise may prefer to remediate self-assessed gaps first
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3-Step Plan

1. achieve Defensible Security for Public Sector 
Organizations

2. celebrate the accomplishment

3. embrace a maturity model or selectively 
choose capabilities for additional investment 
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Eating the Elephant: Bites 1-6
The following are pre-requisites to success for security:

q Ensure the importance of cybersecurity is recognized by executives
q Information Security roles and responsibilities are identified and assigned
q Identify critical systems and data as the crown jewels of the organization
q Organization’s risk appetite is known and a risk register is reviewed quarterly
q Risk assessments are conducted for new systems and material changes to existing
q Conduct security assessments regularly against an established security standard

§ culture	and	support	for	security	comes	from	the	top
§ ensure	common	understanding	of	the	threat
§ how	do	you	find	out	if	

you	have	support?
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Engagement

Assess findings
All supporting documents stay within the 
sector/ministry on their SharePoint site.  We 
access the documents from the  SharePoint 
site and don’t take ownership of any 
document.

Closeout meeting
We present a straight-forward report comprising 
of pre- and post-DefSec dashboards, statistics 
on control changes, recommendations, and next 
steps. This is an in-person, face-to-face meeting 
with the MISO(s) and Director(s).

Engage 
stakeholders
Once stakeholders for each control 
element are identified, we suggest MISOs 
inform them of the engagement. We then 
schedule meetings with each stakeholder, 
providing templates and assistance to 
improve control element ratings.

Kick-off meeting
This is an in-person, face-to-face meeting with the MISO(s) and 
Director(s).  We begin with a brief introduction on DefSec, outline 
the project plan, and validate current state. At the end of the 
meeting, we should have a completed Stakeholder list and a 
Critical  Systems list.  Also we suggest creating a SharePoint site 
for the  engagement. 

Next 
sector/ministry
We proceed to the next sector/ministry (and 
repeat steps) while providing ongoing 
support to previously assessed 
sectors/ministries.
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Example: Risk Register
Version 1.0

Identify risks, rate inherent risk and trend
Identify key risk mitigation strategies and residual risk
Review quarterly

Risk Definition Inherent 
risk

Risk 
trend

Key risk mitigation 
strategies

Residual 
risk

Owner

Network 
Security

Insufficiently proactive 
approach on identification of 
threats and vulnerabilities in 
network infrastructure and 
timely mitigation may result 
in network outages and 
exposure

H ↑

•

Data 
Security

Insufficient application of 
adequate security controls, 
heightened by increased 
risks from ransomware and 
profit-driven cyber criminals 
results in an inability to 
identify and mitigate
unauthorized access, 
disclosure, modification, 
deletion of sensitive data 

H ↑

•
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Eating the Elephant: Bites 7-13
Organizations must have documented, followed, reviewed, updated, and tested:

q Asset Management & Disposal
q Change Management
q Incident Management
q Business Continuity Plan (BCP)
q Disaster Recovery Plan (DRP)
q Security Incident Response
q Information Security Policy
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Example: Asset Management

Asset name Owner Location Criticality

Version 1.0

Identify scope 
Asset inventory
Process to add assets when purchased and commissioned
Process to remove assets when decommissioned and disposed of
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Eating the Elephant: Bites 14-18
Organizations must have documented, followed, reviewed, updated, and tested:

q Backup & Retention
q Logging & Monitoring
q Physical Security & Visible Identification
q Criminal Record Checks
q Security Awareness Program & Course
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Eating the Elephant: Bites 19-25
The following practices must be in effect:

q Access Control
q Defence in Depth for Endpoints and Networks
q Security Governance
q Vulnerability Management & Patching

Mature organizations have:

q Information Security Classification
q Vendor Security Requirements
q Information Security Program
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Building the Plan
The following are pre-requisites to success for security:

q Ensure the importance of cybersecurity is recognized by executives
q Information Security roles and responsibilities are identified and assigned
q Identify critical systems and data as the crown jewels of the organization
q Organization’s risk appetite is known and a risk register is reviewed quarterly
q Risk assessments are conducted for new systems and material changes to existing
q Conduct security assessments regularly against an established security standard

q Asset Management & Disposal
q Change Management
q Incident Management
q Business Continuity Plan (BCP)
q Disaster Recovery Plan (DRP)
q Security Incident Response
q Information Security Policy

q Backup & Retention
q Logging & Monitoring
q Physical Security & Visible Identification
q Criminal Record Checks
q Security Awareness Program & Course

q Access Control
q Defence in Depth for Endpoints and Networks
q Security Governance
q Vulnerability Management & Patching

q Information Security Classification
q Vendor Security Requirements
q Information Security Program
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Building the Plan (way too long)
Month	1 Month	2 Month	3 Month	4 Month	5 Month	6 Month	7 Month	8 Month	9 Month	10 Month	11 Month	12

Ensure	the	importance	of	cybersecurity	is	recognized	by	executives	
Information	Security	roles	and	responsibilities	are	identified	and	assigned	
Identify	critical	systems	and	data	as	the	crown	jewels	of	the	organization	
Organization’s	risk	appetite	is	known	and	a	risk	register	is	reviewed	quarterly	 quarterly
Risk	assessments	are	conducted	for	new	systems	and	material	changes	to	existing	 ongoing
Conduct	security	assessments	regularly	against	an	established	security	standard	 annual

	
Asset	Management	&	Disposal annual
Change	Management weekly
Incident	Management daily/annual
Business	Continuity	Plan	(BCP) annual
Disaster	Recovery	Plan	(DRP) annual
Security	Incident	Response annual
Information	Security	Policy annual

Logging	&	Monitoring ongoing
Backup	&	Retention annual
Physical	Security	&	Visible	Identification annual
Criminal	Record	Checks ongoing
Security	Awareness	Program	&	Course monthly/annual

Access	Control ongoing	&	annual
					Multifactor	authenticatoin
Defence	in	Depth	for	Endpoints	and	Networks
Security	Governance on-demand
Vulnerability	Management	&	Patching annual

Information	Security	Classification ongoing
Vendor	Security	Requirements annual
Information	Security	Program annual
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Building the Plan (large organization)
September October November December January February March

Sector 1

Sector 2

Sector 3

Sector 4

Sector 5

Sector 6

Sector 7

Project Close out

Start Current progress End
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Summary

Security	programs	will	be	successful	when	they	are:
§ supported	by	executive
§ aligned	with	government	and	ministry	goals	
§ risk-based,	aligned	with	business	and	risk	appetite	
§ standards-based,	evolve	over	time
§ capture	present	and	target	state	accurately	
§ plans	are	realistic	and	actionable
§ resourced	effectively
§ focused	on	building	security	in	from	the	ground	up
§ measured/monitored	
§ continuous	improvement	
§ communicated	appropriately
§ executed	on
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Asks
§ review	risk	register	quarterly	to	ensure	residual	risk	aligns	with	risk	

appetite	and	augment	controls	where	it	does	not

§ participate	in	an	annual	security	assessment	and	analyze	results	for	
opportunities	

§ build	an	information	security	program	that	is	risk	based,	compliance	
based,	or	capability	based

§ build	and	exercise	incident	response	plan	(BCP	as	well)

§ leverage	oversight	authority	and	collaborate	with	others	to	ensure	a	
defensible	security	level	

§ take	advantage	of	the	Defensible	Security	for	Public	Sector	
Organizations	(DefSec)	initiative	and	ride	the	wave…
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Questions?


