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POPULATION	DATA	BC	SERVICES



POPULATION	DATA	BC
A	brief	history



DATA	HOLDINGS	&	POPULATION	COVERAGE



DATA	SOURCES



• Freedom	of	Information	and	Protection	of	Privacy	Act	(FOIPPA)	in	British	
Columbia,	Section	35	says:

“A	public	body	may	disclose	personal	information
in	its	custody	or	under	its	control	for	a	research
purpose,	including	statistical	research…”

Legislative	Permission:



SECURE	DATA	STORAGE	and	ARCHIVING
Data	protection	and	privacy

Our	mandate:	to	meet	and	exceed	all	relevant	legal,	ethical	and	legislative	
guidelines	for	data	protection	and	privacy

The	tenets	of	individual	privacy	and	data	protection	are	embedded	in	all	aspects	of	
operations,	and	include	externally	audited:	

• Physical	measures
• Technical	measures
• Procedural	measures



DATA	LINKAGE



THE	DATA	ACCESS	PROCESS



THE	DATA	ACCESS	PROCESS
Stage	4:	Data	preparation	and	delivery



DATA	PROTECTION	and	PRIVACY
External	audits	and	reviews



SECURE	DATA	STORAGE	&	ARCHIVING
Data	protection	and	privacy

Procedural	measures

Only	named	researchers	
have	access	to	data

Pre-publication	
transcripts	are	reviewed	
by	Data	Steward(s)

Confidentiality	pledges	
for	research	team

Mandatory	privacy	
training	for	researchers

Data	is	destroyed	upon	
closure	of	project

Data	can	only	be	used	
for	requested	purpose



DATA	PROTECTION	and	PRIVACY
Physical	measures



DATA	PROTECTION	and	PRIVACY
Network	security



Receiving	data	on	an	encrypted	CD





The	SRE	provides:
• Secure	storage	and	backup	
• Centralized	location	for	access	and	processing	of	research	data	
• A	range	of	software	for	use	in	data	analysis
• Security	standards	that	meet	Data	Steward(s)	requirements	

The	Secure	Research	Environment



Trade	Offs:



Researcher	Perspective:



The	Costco	Advantage:



PopData	/	Data	Provider	Perspective:



• Firewalled	and	restricted	environment
• Two	factor	authentication
• Outputs	limited	and	controlled
• Access	can	be	turned	off
• Data	is	encrypted	on	disk
• Secure	backups
• Access	can	be	restricted	to	Canada
• Audit	controls
• Proper	project	closure

Security	&	Privacy	Controls:



Sweetening	the	deal:



• We	take	care	of	encryption
• We	do	the	backups	(offsite	too)
• Hardware	support
• Software	upgrades
• Anti-virus
• Sharing	within	the	team
• Project	Archiving
• Many	tools	to	choose	from:

Taking Care of the Hassles:



The	Secure	Research	Environment
Software
• ACG	John	Hopkins	11.0.1
• ArcGIS	Desktop	10.5.0.6491	
• Epi	Info	7.2.1	
• GeoDa	1.8.14	
• HLM	6.08	
• JoinPoint	4.4.0.0	
• MATLAB	2016b
• MLwiN	2.18	

• MPlus	7.4		
• MS	Office	2013	
• MS	Project	2013	
• MS	Visio	203
• Python	2.7.11	
• Python	3.5.1	
• R	3.3.2	
• Rstudio	1.0.136	

Utilities
• Adobe	reader	DC	

15.023.20056
• Cygwin
• MS	Visual	FoxPro	9.0	SP2
• Notepad	++	7.2.2
• Putty	6.07

• SAS	9.4	TS	Level	1M3	
• SAS	Entertainment	Guide	7.13	
• SaTScan	9.4.2	64-bit	
• SPSS	(IBM)	Version	23	
• SPSS	Python	Essentials	Plugin	
• SPSS	Integration	Plugin	for	R	
• Stata	14.2	
• WinBUGS	1.4.3

• TextPad	7.6.2
• 7zip	16.04
• Java	plugin	Ver	8	Update	121
• Cute	PDF	Writer	3.1



SRE	Architecture



Secret	Ingredient:



• HP	servers	running	Debian	Linux
• KVM	for	virtualization
• Custom	scripts	for	spinning	up	VMs	from	gold	image
• Backing	image	with	overlays
• 10Gbe	network
• Login	scripts	mount	the	project	R:	drive

SRE	Architecture



Regular	Machines:
• Windows	7	(transitioning	to	Windows	10)
• Two	virtual	CPUs
• 16GB	memory

Fast	Machines:
• 32GB	memory
• Quad-core	Intel	i7

SRE	Machines:



• Each	project	has	its	own	share
• Read	only	folder	for	the	Data
• Separate	private	home	directory	for	each	project	member
• Import	and	Export	directories	for	each	user
• Shared	working	directory
• 500GB	initial	quota,	no	hard	quota,	extra	is	charged

File	Space:



Importing	and	Exporting:



Yellowfolders:



• Size
• File	type
• Small	cell	size	(<=5)
• Archives
• Binaries
• Native	stats	program	file	types

Restrictions:



• Camping	out	on	Fast	machines
• Data	growth
• Specialized	software

Problems	/	Issues:



Tools	for	Researchers:



Snippets:



Snippets:



AppTracker:



AppTracker:



MetaData
Central:



MetaData
Central:



Questions?



Jim	Mintha
Population	Data	BC
604-827-3378
jim@popdata.bc.ca
www.popdata.bc.ca

CONTACT	INFORMATION


