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¡ Nessus is a security scanning tool that scans computers and raises an alert if it discovers security
problems and any vulnerabilities that could allow malicious hackers to gain access to a computer
connected to a network.

Source: http://www.cs.cmu.edu/~dwendlan/personal/nessus.html

What is Nessus? 
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Capability of Nessus 
¡ Detects security holes in local or remote hosts

¡ Detects missing security updates and patches

¡ Simulates attacks to pinpoint vulnerabilities

¡ Executes security tests in a contained environment

¡ Can be scheduled for security audits
Source: http://searchnetworking.techtarget.com/definition/Nessus
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An inspection of potential points of exploits on a 
computer or network to identify security holes.

Source: http://searchsecurity.techtarget.com/definition/vulnerabi
lity-scanning

5

Vulnerability Scanning 

Unlike penetration testing, which attempts to 
identify insecure business processes or 
other weaknesses that a threat actor could 
exploit, vulnerability scanning searches 
systems for known vulnerabilities.

Source: https://www.secureworks.com/blog/vulnerability-
scanning-vs-penetration-testing
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1. Remote and local security: Capability to 
detect not only remote flaws of the hosts, but their 
missing patches and local flaws
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What does Nessus offer? 

2. Up-to-date security vulnerability 
database:  By using the command 
Nessus-update-plugins, the Nessus 
security checks database (which is 
updated on a daily basis) can be retrieved

3. NASL: Nessus includes NASL (Nessus 
Attack Scripting Language): A language 
designed to rapidly write security test 

4. Full SSL support: Capability to test 
SSL-ized services such as https, smtps and 
imaps

5. Non-destructive or thorough:
Nessus gives you the option to either 
perform a regular non-destructive security 
audit on a daily basis, or to throw 
everything you can at a remote 
host to test its mettle, and see how it will 
withstand attacks from intruders.

6. Multiple services: Nessus will test all 
of the services that are run twice or more by 
a host run

Source: https://www.uniassignment.com/essay-samples/information-technology/what-are-the-main-features-of-nessus-
information-technology-essay.php



Conference 2018 7

NVS Onboarding Process
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STEP 1

http://surveys.bc.net/s/nvs/
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STEP 2



http://surveys.bc.net/s/nvs/



Specify dates for training



Provide Public IP Address of computer, IP Ranges and Signed 
Agreement Form



AGREEMENT 
FORM



Conference 2018 14

STEP 3A
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STEP 3B
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Nessus Vulnerability Scanning Space
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STEP 4
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NVS Scheduling Calendar
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STEP 5



George Jones: CIO Justice Institute of British Columbia

The Justice Institute is a Public Institution that focuses on Public Safety Education
Police Academy for BC Municipal Police Forces, Fire Academy,
Paramedic Academy, Sheriff Academy, Corrections, Leadership Training,
Certifications – Security, Taxi, others

230 Full Time Staff, 15 IT Staff, 6 Campuses, 2300 FTE Students

George is a member of the Cybersecurity Committee of BCNET

The Justice Institute was a pilot user of the BCNET Nessus Scanning Service



















Questions?


