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Cyber Security — “A new ball game”




Challenge facing Higher Education

What is happening in the threat landscape - The challenges of
keeping up with a perpetually evolving cyber security environment.
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...you can outsource services,
but you cannot outsource
accountability

Ann Cavoukian, Ontario Privacy Commissioner,
2012



KNOW YOUR
PROPOSAL

DATA

PROVIDER




WHAT RISKS?

T

RISK ASSESSMENT




MITIGATE YOUR RISKS




USE YOUR POLICIES

REGULATIONS
COMPLIANCE

ch Conference 2018



o
L]
“—a N :
.

USE YOUR PROCESS

= Early involvement
of security and
privacy

= Determine risks

= Controls

CESS

=\Who accepts risk




USE YOUR TOOLS

=PTA

=\VVENDOR
QUESTIONAIRE

=PIA
=STRA
=PPS

=SECURITY
SCHEDULE




 Personal information

e Data Classification

* Cloud

+ Transfer custody/control

* DoR classification




MANDATORY REQUIREMENT

Substantial compliance
with schedules
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FIPPA compliance
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MANAGE CONTRACT NEGOTIATIONS
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Roles and Responsibilitigs




Managing Contracts
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Alignment




Procurement Approaches
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Take advantage of negotiations
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Demonstrations




Understand the market




Cooperative Procurement
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